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4.1 FIRE WALL 

o  A firewall is a device (or software feature) designed to       

control the flow of traffic into and out-of a network. 

o  In general, firewalls are installed to prevent attacks. 

o  Firewalls can be either hardware or software 

o It provides following facilities: 

1) Block incoming network traffic 

2) Block out coming network traffic 

3) Make internal resources available 

4) Allow connections to internal networks 

5) Report on Network traffic & firewall activities 
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FIRE WALL 
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TYPES OF FIREWALL 

1) Packet filters 

2) Circuit level gateways 

3) Application level gateways 

4) Stateful multilayer inspection firewalls 
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1) PACKET FILTERS 

 On the Internet, packet filtering is the process of 

passing or blocking packets at a network 

interface based on source and destination 

addresses, ports, or protocols.  

 The process is used in conjunction with packet 

mangling and Network Address Translation 

(NAT). 

  Packet filtering is often part of a firewall 

program for protecting a local network from 

unwanted intrusion. 

 Packet filtering firewall works at Network Layer 

of OSI model or IP Layer of TCP/IP 6 



2) CIRCUIT LEVEL GATEWAYS 

 It works at Session Layer of OSI model or TCP 

Layer of TCP/IP 

 Monitors TCP handshaking between packets. 

 Applies  security mechanisms when a TCP or 

UDP connection is established. Once the 

connection has been made, packets can flow 

between the hosts without further checking. 

 It is useful for hiding information  about 

protected networks 
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3) APPLICATION LEVEL GATEWAYS 
 Also called Proxies, similar to circuit-level gateway 

except that they are application specific.  

 It works at Application  Layer of OSI model 

 It  has full access to protocol  

 user requests service from proxy  

 proxy validates request as legal  

 then actions request and returns result to user  

 Need separate proxies for each service  

 E.g., SMTP (E-Mail) 

 NNTP (Net news) 

 DNS (Domain Name System) 

 NTP (Network Time Protocol) 

 custom services generally not supported 
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APPLICATION LEVEL GATEWAYS 
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4) STATEFUL MULTILAYER INSPECTION 

FIREWALLS 

 It combines the aspects of the other three types of 

firewall. 

 They filter packets at Network Layer, determine 

whether session packets are legitimate and evaluate 

contents of packet at the application layer. 

 It allows direct connection between client & host. 

 It offer 

 high level of security, 

 good performance, 

 transparency to end users. 
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KERBEROS AUTHENTICATION 

 Kerberos is a network authentication protocol. It is 

designed to provide strong authentication for 

client/server applications by using secret-key 

cryptography. It has the following characteristics: 

  It is secure: it never sends a password unless it is 

encrypted.  

  Only a single login is required per session. Credentials 

defined at login are then passed between resources 

without the need for additional logins. 

 The concept depends on a trusted third party – a Key 

Distribution Center (KDC). The KDC is aware of all 

systems in the network and is trusted by all of them. 

 It performs mutual authentication, where a client 

proves its identity to a server and a server proves its 

identity to the client. 
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KERBEROS AUTHENTICATION 

 Ticket-Granting Server (TGS): A client that wishes to 

use a service has to receive a ticket – a time-limited 

cryptographic message – giving it access to the server.  

 Authentication Server (AS) :to verify clients 

 Steps: 

   Step 1: The user logs on to the workstation and 

requests service on the host. The workstation sends a 

message to the Authorization Server requesting a 

ticket granting ticket (TGT). 

  Step 2: The Authorization Server verifies the user’s 

access rights in the user database and creates a TGT 

and session key. The Authorization Sever encrypts the 

results using a key derived from the user’s password 

and sends a message back to the user workstation. 
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KERBEROS AUTHENTICATION 
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KERBEROS AUTHENTICATION 

    Step 3: When the user wants access to a service, the 

workstation client application sends a request to the 

Ticket Granting Service containing the client name, realm 

name and a timestamp. The user proves his identity by 

sending an authenticator encrypted with the session key 

received in Step 2.  

    Step 4: The TGS decrypts the ticket and authenticator, 

verifies the request, and creates a ticket for the requested 

server. The ticket contains the client name and optionally 

the client IP address. It also contains the realm name and 

ticket lifespan. The TGS returns the ticket to the user 

workstation. The returned message contains two copies of 

a server session key – one encrypted with the client 

password, and one encrypted by the service password.  
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KERBEROS AUTHENTICATION 

   Step 5: The client application now sends a service 

request to the server containing the ticket received in 

Step 4 and an authenticator. The service authenticates 

the request by decrypting the session key. The server 

verifies that the ticket and authenticator match, and 

then grants access to the service. This step as 

described does not include the authorization performed 

by the Intel AMT device, as described later. 

   Step 6: If mutual authentication is required, then the 

server will reply with a server authentication message. 
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4.2 SECURITY TOPOLOGIES-

SECURITY ZONES 

1) DMZ 

2) Internet Zone 

3) Intranet Zone 
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DMZ-DEMILITARIZED ZONE 
 DMZ means - what is essentially a buffer between the 

internet and the internal network.  

 It is separated by an outer firewall on the internet 
facing side of the DMZ and an inner firewall on the 
internal network side of the DMZ.  

 Any devices placed within the DMZ are accessible 
from both the internet and the internal network.  

 There is no communication, however, from the 
internet directly though the DMZ to the internal 
network.  

 Any systems placed in the DMZ must be configured to 
the highest level of security possible . 

 These systems should always be considered to be 
compromised and must never be given direct and 
unrestricted access to the inner network.  

 Servers placed in the DMZ are: web, ftp, email and 
remote access servers.  
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DMZ-DEMILITARIZED ZONE 

 A typical DMZ configuration includes: 

 Outer firewall b/t the Internet and the Web 

Server processing the requests originating on 

the company Web site. 

 Inner firewall b/t the Web Server and the appl. 

Server to which it is forwarding requests.  

Date resides behind this. 
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INTERNET ZONE 

 The internet is the name given to the entire public 

network which provides the infrastructure for the 

transfer of data between remote points.  

 Such data can take the form of email, web pages, files, 

multi-media and just about anything else that exists in 

digital form.  

 Every computer in internet is identified by IP Address. 

 A Special computer DNS is used to give name to the IP 

address. 
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INTRANET ZONE: 

 An intranet can be described as a mini-internet 

build within the safety of a secure networking 

environment.  

 Intranets are typically used to provide internal 

corporate web sites for employee only access. 

Because the intranet servers have internal, 

private IP addresses and reside behind firewalls 

they are generally not accessible to the outside 

world.  

 If external access is needed to an intranet this is 

best achieved through the implementation of a 

Virtual Private Network (VPN).  20 



VLAN  

 Virtual local area networks  

 A way of dividing a single physical network 

switch among multiple network segments or 

broadcast domains. 

 Ability to configure multiple LANs on a single 

switch 

 Trunk – allows switches to share many VLANs 

over a single physical link 

 Routers needed to make different VLANs talk 
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VLAN 
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4.3 IP-SECURITY-OVERVIEW 

 Technology that enables a network to securely 

send its data through an untrusted or shared 

network infrastructure. 

 Works by encrypting and encapsulating the 

secured traffic within packets carried by the 

second network. 

 VPN is the best known example of tunneling 

 “Tunnel” is actually an agreement between 

routers on how the data is encrypted. 
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IP SECURITY-ARCHITECTURE 

 Internet Protocol Security (IPsec) is a 

protocol suite for securing Internet Protocol (IP) 

communications by authenticating and 

encrypting each IP packet of a communication 

session. 
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IP SECURITY-ARCHITECTURE 

 The IPsec suite is an open standard. IPsec uses the 

following protocols to perform various functions: 

1. Authentication Headers (AH) provide connectionless 

integrity and data origin authentication for IP 

datagrams and provides protection against replay 

attacks. 

2. Encapsulating Security Payloads (ESP) provide 

confidentiality, data-origin authentication, 

connectionless integrity, an anti-replay service (a 

form of partial sequence integrity), and limited 

traffic-flow confidentiality. 

3. Security Associations (SA) provide the bundle of 

algorithms and data that provide the parameters 

necessary for AH and/or ESP operations.  
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IP SECURITY -CONFIGURATION 

 Cisco’s basic IPSec support provides the following 
features:  

 Defines security level on a per-interface basis  

 Defines single-level or multilevel interfaces 

 Provides a label for incoming packets 

 Strips labels on a per-interface basis 

 Reorders options to put any basic security options first  

 To configure basic IPSec, complete the tasks in the 

following sections: 

 Enabling IPSO and Setting the Security 

Classifications  

 Specifying How IP Security Options Are Processed 26 



4.4 EMAIL SECURITY… 
  Three major issues. 

1.Simple Communications: The ability to 

communicate with anyone anywhere, at any time; is 

what makes email such an incredible and important 

tool. This simple nature has allowed email to grow into 

the massive communication service it is today, but it is 

also a giant weakness. 

2.Public Networks: The electronic signal (email) will 

travel through servers belonging to other organizations 

to get to and from your desired destination company. 

These other organizations can easily stop, read, and 

edit the original email as it passes through their 

server, then send it on. 

3.Too Simple to Resist: The simple nature and the 

ease of gaining access to emails is what attracts most 

hackers and bad characters to it.  
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SECURITY OF EMAIL TRANSMISSION 

 SSL encrypts messages/attachments, but only in 

transport between SSL/TLS enabled mail 

servers. So, your SSL email will be secure 

between your laptop or smartphone and Yale's 

email servers, but if the message then travels 

outside the Yale environment to unsecured (non-

SSL) email systems (like a Gmail address, for 

instance), your message is no longer secure and is 

not protected by SSL. 
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EMAIL SECURITY BY SSL 
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SPAM AND MALICIOUS CODE 

 Spam : It is irrelevant or unsolicited messages sent 

over the Internet, typically to a large number of 

users, for the purposes of advertising, phishing, 

spreading malware, etc. 

 Malicious code: Malicious code is the term used to 

describe any code in any part of a software system 

or script that is intended to cause undesired effects, 

security breaches or damage to a system.Malicious 

code is an application security threat that cannot be 

efficiently controlled by conventional antivirus 

software alone. 
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EMAIL ENCRYPTION 

 Email encryption involves encrypting, or 

disguising, the content of email messages in order to 

protect potentially sensitive information from being 

read by anyone other than intended recipients. 

 Steps: 

 Encrypt all outgoing messages 

 On the Tools menu, click Trust Center, and then click 

E-mail Security. 

 Under Encrypted e-mail, select the Encrypt contents 

and attachments for outgoing messages check box. 

 To change additional settings, such as choosing a 

specific certificate to use, click Settings. 

 Click OK twice. 

 

31 



 

 

 

 

Thank You… 
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