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SYLLABUS 

5.1  Intruders, Intrusion detection systems (IDS) 

5.2  Web security threats, web traffic security 

 approaches, Introduction to Secure Socket 

 Layer (SSL) & Transport Layer Security(TLS), 

 Concepts of secure electronic transaction  
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5.1 INTRUDERS, INTRUSION DETECTION 

SYSTEMS (IDS) 

 Intruders: 

 Definition: Someone who intrudes on the 

privacy or property of another without 

permission. 
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CLASSIFICATION OF INTRUDERS 

Masquerader: 

 An individual who is not authorized to use the 
computer and who penetrates a system’s access 
controls to exploit a legitimate user’s account 

Misfeasor: 

 A legitimate user who accesses data, programs, or 
resources for 

 which such access is not authorized, or who is 
authorized for such access but 

 misuses his or her privileges 

Clandestine user: 

 An individual who seizes supervisory control of the 
system 

 and uses this control to evade auditing and access 
controls or to suppress audit collection 
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INTRUSION DETECTION SYSTEM(IDS) 

 Device or software application that monitor 

network or system activities for malicious 

activity & produce report on management 

system. 

 It includes functions like 

1. Monitoring and analyzing both user and system 

activities 

2. Analyzing system configurations and 

vulnerabilities 

3. Assessing system and file integrity 

4. Ability to recognize patterns typical of attacks 

5. Analysis of abnormal activity patterns 

6. Tracking user policy violations 
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HOST BASED INTRUSION DETECTION 

SYSTEM(HIDS): 

 HIDS  run on individual hosts or devices on the 

network. 

  A HIDS monitors the inbound and outbound 

packets from the device only and will alert the user 

or administrator if suspicious activity is detected.  

 It takes a snapshot of existing system files and 

matches it to the previous snapshot.  

 If the critical system files were modified or deleted, 

an alert is sent to the administrator to investigate.  

 An example of HIDS usage can be seen on mission 

critical machines, which are not expected to change 

their configurations. 
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NETWORK BASED INTRUSION 

DETECTION SYSTEM(NIDS): 

 NIDS are placed at a strategic point or points 
within the network to monitor traffic to and from 
all devices on the network.  

 It performs an analysis of passing traffic on the 
entire subnet, and matches the traffic that is 
passed on the subnets to the library of known 
attacks.  

 Once an attack is identified, or abnormal 
behavior is sensed, the alert can be sent to the 
administrator. 

 An example of an NIDS would be installing it on 
the subnet where firewalls are located in order to 
see if someone is trying to break into the firewall.  7 



NETWORK BASED INTRUSION 

DETECTION SYSTEM(NIDS): 

 Ideally one would scan all inbound and outbound 

traffic, however doing so might create a 

bottleneck that would impair the overall speed of 

the network.  

 OPNET and NetSim are commonly used tools for 

simulation network intrusion detection systems.  

 NID Systems are also capable of comparing 

signatures for similar packets to link and drop 

harmful detected packets which have a signature 

matching the records in the NIDS. 
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LOGICAL COMPONENTS OF IDS 
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COMPONENTS OF IDS 

 It consists three parts: 

1) Event Generator 

2) Analyzer 

3) Response Module 

 The event generator (operating system, network, 

application) produces a policy-consistent set of 

events that may be a log (or audit) of system 

events, or network packets. 

 The role of the sensor is to filter information and 

discard any irrelevant data obtained from the 

event set associated with the protected system. 

 Response module will fire the alarm if any 

intrusion of policy is detected by sensor. 
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SIGNATURE-BASED IDS 

 A signature based IDS will monitor packets on 

the network and compare them against a 

database of signatures or attributes from known 

malicious threats.  

 This is similar to the way most antivirus 

software detects malware. 

  The issue is that there will be a lag between a 

new threat being discovered in the wild and the 

signature for detecting that threat being applied 

to the IDS.  

 During that lag time the IDS would be unable to 

detect the new threat. 
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ANOMALY BASED IDS 

 An IDS which is anomaly based will monitor 

network traffic and compare it against an 

established baseline.  

 The baseline will identify what is “normal” for 
that network- what sort of bandwidth is 

generally used, what protocols are used, what 

ports and devices generally connect to each other- 

and alert the administrator or user when traffic 

is detected which is anomalous, or significantly 

different, than the baseline. 

  The issue is that it may raise a False Positive 

alarm for a legitimate use of bandwidth if the 

baselines are not intelligently configured. 12 



5.2 WEB SECURITY THREATS  
 A web threat is any threat that uses the World 

Wide Web to facilitate cybercrime.  

 Web threats use multiple types of malware and 
fraud, all of which utilize HTTP or HTTPS protocols, 
but may also employ other protocols and 
components, such as links in email or IM, or 
malware attachments or on servers that access the 
Web.  

 They benefit cybercriminals by stealing information 
for subsequent sale and help absorb infected PCs 
into botnets. 

 It can divide into 2 primary category: 

1) Pull based threat 

2) Push based threat  13 



SECURE SOCKET LAYER(SSL) 

 SSL is in fact not a single protocol but rather a set 

of protocols that can additionally be further divided 

in two layers: 

 the protocol to ensure data security and integrity: 

this layer is composed of the SSL Record Protocol 

 

 

14 



SECURE SOCKET LAYER(SSL) 

 the protocols that are designed to establish an SSL 

connection: three protocols  are used in this layer: the 

SSL Handshake Protocol, the SSL ChangeCipher 

SpecPprotocol and the SSL Alert Protocol.  

 Two imporatant concept of SSL are: 

 SSL session and connection 

 connection: this is a logical client/server link, 

associated with the provision of a suitable type of 

service. In SSL terms, it must be a peer-to-peer 

connection with two network nodes.  

 session: this is an association between a client and a 

server that defines a set of parameters such 

as  algorithms used, session number etc. An SSL 

session is created by the Handshake Protocol 
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TRANSPORT LAYER SECURITY(TLS) 

 A protocol that provides communications privacy 

and security between two applications 

communicating over a network. 

 It composed of 2 layer 

1) TLS Record Protocol 

2) TLS Handshake Protocol 
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TRANSPORT LAYER SECURITY(TLS) 

1) TLS Record Protocol 

 The TLS Record protocol secures application data using 

the keys created during the Handshake.  

 The Record Protocol is responsible for securing 

application data and verifying its integrity and origin. 

2) TLS Handshake Protocol 

 TLS Handshake Protocol is responsible for the 

authentication and key exchange necessary to establish 

or resume secure sessions. When establishing a secure 

session, the Handshake Protocol manages the following: 

1. Cipher suite negotiation 

2. Authentication of the server and optionally, the client 

3. Session key information exchange. 
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SECURE ELECTRONIC TRANSACTION 

 Secure Electronic Transaction (SET) is a suit of 

protocol that has been developed and promoted 

by a consortium of Visa and MasterCard to 

ensure security of online financial transactions. 
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SECURE ELECTRONIC TRANSACTION 

1. Issuer (could be consumer's High street bank) 

issues consumer with the credit card  

2. Cardholder (consumer) presents the merchant 

with his credit card for payment along with the 

order  

3. Merchant requests and receives authorisation of 

payment from the credit card brand (could be 

Visa, MasterCard, American Express, etc) 

before processing the order 

4. Having received authorisation from the brand, 

merchant initiates the process of capture of 

monitory funds through the acquirer (could be 

Merchant's High street bank)  
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SECURE ELECTRONIC TRANSACTION 

5. Acquirer forwards authorisation details to the 

brand and requests settlement from the brand  

6. Having received payment from the brand, 

acquirer credits Merchant's account with the 

funds  

7. Brand bills the consumer for the funds 
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Thank You… 
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