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Question Bank 

1. Explain ISDN. 

 (Integrated Services Digital Network) An international standard for switched, digital 

dial-up telephone service for voice and data. 

 Analog telephones and fax machines are used over ISDN lines, but their signals are 

converted into digital by the ISDN terminal adapter. 

 Channels 

o ISDN uses 64 Kbps "B" (bearer) channels to carry voice and data.  

o A separate "D" (delta) channel is used for control.  

o The D channel signals the carrier's voice switch to make calls, put them on 

hold and activate features such as conference calling and call forwarding.  

 
 

 Basic Service (BRI) 

o ISDN BRI (Basic Rate Interface) uses one wire pair to carry two 64 Kbps B 

channels and one 16 Kbps D channel (2B+D).  

o Both B channels are often "bonded" into one, providing a total data rate of 128 

Kbps. 

 Higher Capacity (PRI) 

o ISDN PRI (Primary Rate Interface) uses four wire pairs to provide 23 B 

channels and one 64 Kbps D channel (23B+D).  

o A PRI line is equivalent to a 24-channel T1 line. Bonding channels is common; 

for example, six channels provide 384 Kbps for high-quality 

videoconferencing.  
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2. Explain LDAP protocol.  

 The Lightweight Directory Access Protocol (LDAP) is an open, scaled-down 

implementation of X.500. 

 Active directory and eDirectory are based on LDAP. 

 It is light weight and sufficient straight forward. 

 Easy to implement. 

 Runs directly above TCP/IP. 

 LDAP security model defines how information can be protected. 

 Oldest version is written in C, new in Perl or Java. Client constructs an LDAP 

message containing request and send it to server. 

 It provides directory access, a centralized database of information about people, 

groups and other entities. 

 LDAP is based on a simpler subset of the standards contained within 

the X.500 standard. Because of this relationship, LDAP is Also  called X.500-lite. 

 

3. Explain Network Services. 

 In computer networking, a network service is an application running at the application 

layer and above, that provides data storage, manipulation, presentation, 

communication or other capability. 

 Each service is usually provided by a server component running on one or more 

computers and accessed via a network by client components running on other devices 

 Network services include:  

o Directory services 

o e-Mail 

o File sharing 

o Instant messaging 

o Online game 

o Printing 

o File server 

o Voice over IP 

o Video on demand 

o Video telephony 

o World Wide Web 

o Simple Network Management Protocol 

o Time service 

o Wireless sensor network 

https://en.wikipedia.org/wiki/X.500
https://en.wikipedia.org/wiki/Application_layer
https://en.wikipedia.org/wiki/Application_layer
https://en.wikipedia.org/wiki/Server_(computing)
https://en.wikipedia.org/wiki/Client_(computing)


  6
TH

 : CE                                                                                                                         NMA (3360703)  

VPMP POLYTECHNIC, GANDHINAGAR                                                                                                                                                  3 

 

4. Explain need of remote network access. 

 In computer networking, remote access technology allows logging into a system as 

an authorized user from remote location. 

 Remote access is commonly used on corporate computer networks but can also be 

utilized on home networks. 

 If only the files or network services are needed, then remote network access would be 

the right solution. 

 Need of Remote Network Access: 

1. Internet Access 

2. Remote access to stored private or shared files on the LAN 

3. For send or receive E-Mail 

4. Remote access to a centralized application, like accounting system. 

5. Remote access to groupware programs or applications. 

6. Access hosted web application. 

7. Access centralized database.  

 

5. What is IOS? Discuss different IOS management commands. 

 IOS (Internetwork Operating System) is a family of software used on most Cisco 

Systems routers and current Cisco network switches. 
 IOS is a package of routing, switching, internetworking and telecommunications 

functions integrated into a multitasking operating system. 
Basic Command-Line Interface Commands: 

 enable command 

Enables higher privilege level access, such as privileged EXEC mode. 

  Syntax:  

  Router> enable 

Password: <letmein> 

Router# disable 

Router>  

 disable command 

To exit privileged EXEC mode and return to user EXEC mode, or to exit to a lower 

privilege level, enter the disable EXEC command.  

 end command 

To end the current configuration session and return to privileged EXEC mode, use the 

end global configuration command.  

http://www.cisco.com/c/en/us/td/docs/ios/12_2/configfun/command/reference/ffun_r/frf001.html#wp1017386
http://www.cisco.com/c/en/us/td/docs/ios/12_2/configfun/command/reference/ffun_r/frf001.html#wp1017605
http://www.cisco.com/c/en/us/td/docs/ios/12_2/configfun/command/reference/ffun_r/frf001.html#wp1017393
http://www.cisco.com/c/en/us/td/docs/ios/12_2/configfun/command/reference/ffun_r/frf001.html#wp1048631
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 logout  command 

To close an active terminal session by logging off the router, use the logout command 

in user EXEC mode.  

 Hostname command 

 The hostname command is used to configure the device hostname. Because this 

command changes a device configuration, it must be entered in the global 

configuration mode. After typing the command, the prompt will change and display 

the new hostname. 

 No shutdown command 

 By default, all interfaces on a Cisco router are turned off. To enable an interface, 

the no shutdown command is used.  

 IP address command 

 The ip address interface mode command is used to assign an IP address to an 

interface. The syntax of this command is ip address IP_ADDRESS SUBNET_MASK. 

 For example, if we want to assign an IP address of 10.0.0.1with the subnet 

mask 255.0.0.0 to a interface, we would use the following  command: 

  ip address 10.0.0.1 255.0.0.0 

 Setting up passwords 

 Each Cisco IOS device has the built-in authentication features. There are three basic 

ways to configure authentication on a device: 

 Configure a password for the console access – by default, the console access 

doesn’t requires a password. You can configure a password for the console access by 

using the following set of commands: 

   HOSTNAME(config) line console 0 

   HOSTNAME(config-line) password PASSWORD  

   HOSTNAME(config-line) login 

 Configure a password for the telnet access – by default, the telnet access is 

disabled. You need to enable it. This is done using the following sequence of 

commands: 

         HOSTNAME(config) line vty FIRST_VTY LAST_VTY 

 HOSTNAME(config-line) password PASSWORD 

 HOSTNAME(config-line) login 

http://www.cisco.com/c/en/us/td/docs/ios/12_2/configfun/command/reference/ffun_r/frf001.html#wp1050309
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 The first command defines a range of virtual terminal sessions that you would like to 

configure.  

 A virtual session can be a telnet or SSH session. Cisco devices usually supports 16 

concurrent VTY sessions. So, this command usually looks like this: line vty 0 15. 

The login command allows a remote access to a device. It is required in order for 

telnet to work. 

 Show version command 

 The show version command is used to display information about a Cisco device. 

 By using this command you can find out many useful information about your Cisco 

device, such as: 

 Software Version – IOS software version 

  System up-time – time since last reboot 

 Software image name – IOS filename stored in flash 

 Hardware Interfaces – interfaces available on device 

 Configuration Register value – bootup specifications, console speed setting, etc. 

 Amount of RAM memory – amount of RAM memory 

 Amount of NVRAM memory 

 Amount of Flash memory 

 

 Show history command 

 An IOS device stores, by default, 10 last commands you have entered in your current 

EXEC session. You can use the show history command from the user EXEC or 

privileged EXEC mode to display them. 

 Show running-configuration command 

 After you have changed the configuration of your device you can verify its 

configuration.  

 To display the current configuration, type show running-configuration from the 

privileged EXEC mode. This show the configuration that is stored in a device’s 

RAM. 

 

6. Explain VPN with its Protocols. 

 A VPN ( or Virtual Private Network) is a way of creating a secure connection ‘to’ 
and ‘from’ a network or a computer.  

 The VPN uses strong encryption and restricted, private data access which keeps the 

data secure from the other users of the underlying network which could often be a 

public network like the Internet. 

 VPNs have been used for years, but they have become more robust only in recent 

years.  

 They are more affordable and also much faster. 
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 VPN Protocols: 

1. Internet Protocol Security or IPSec: 

 Internet Protocol Security or IPSec is used to secure Internet communication 

across an IP network. 

 IPSec secures Internet Protocol communication by authenticating the session 

and encrypts each data packet during the connection. 

 IPSec operates in two modes, Transport mode and Tunneling mode, to 

protect data transfer between two different networks. 

 The transport mode encrypts the message in the data packet and the tunneling 

mode encrypts the entire data packet. IPSec can also be used with other 

security protocols to enhance the security system. 

2. Layer 2 Tunneling Protocol (L2TP): 

 L2TP or Layer 2 Tunneling Protocol is a tunneling protocol that is usually 

combined with another VPN security protocol like IPSec to create a highly 

secure VPN connection. 

 L2TP creates a tunnel between two L2TP connection points and IPSec protocol 

encrypts the data and handles secure communication between the tunnel. 

3. Point – to – Point Tunneling Protocol (PPTP): 

 PPTP or Point-to-Point Tunneling Protocol creates a tunnel and encapsulates 

the data packet.  

 It uses a Point-to-Point Protocol (PPP) to encrypt the data between the 

connection. PPTP is one of the most widely used VPN protocol . 
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 PPTP is supported on WINDOWS, Mac and Linux. 

4. Secure Sockets Layer (SSL) and Transport Layer Security (TLS): 

 SSL (Secure Sockets Layer) and TLS (Transport Layer Security) create a VPN 

connection where the web browser acts as the client and user access is 

restricted to specific applications instead of entire network.  

 SSL and TLS protocol is most commonly used by online shopping websites 

and service providers.  

 SSL connections have https in the beginning of the URL instead of http. 

5. Secure Shell (SSH): 

 Secure Shell or SSH creates the VPN tunnel through which the data transfer 

happens and also ensures that the tunnel is encrypted. 

 SSH connections are created by a SSH client and data is transferred from a 

local port on to the remote server through the encrypted tunnel. 

 

7. Explain types of VPN in detail. OR Explain Site to Site VPN. OR Explain 

Remote Access VPN. 

 

 Site – to – Site VPN 

 
 

 A Site-to-Site VPN is also called as Router-to-Router VPN and is mostly used in the 

corporate.  

 Companies, with offices in different geographical locations, use Site-to-site VPN to 

connect the network of one office location to the network at another office location. 
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 When multiple offices of the same company are connected using Site-to-Site VPN 

type, it is called as Intranet based VPN.  

 When companies use Site-to-site VPN type to connect to the office of another 

company, it is called as Extranet based VPN. 

 Remote Access VPN. 

 
 Remote access VPN allows a user to connect to a private network and access its 

services and resources remotely. 

 The connection between the user and the private network happens through the 

Internet and the connection is secure and private. 

 Remote Access VPN is useful for business users as well as home users. 

 

8. Explain interaction between Client & Server in DHCP. OR Discuss different 

messages used by DHCP. 

 To obtain a lease, DHCP client initiates a conversation with a DHCP server using a 

series of DHCP messages. 

 
 

 DHCP DISCOVER: Used by client to locate DHCP server and request IP Address. 
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 DHCP OFFER: Used by server to offer IP Address to server. 

 DHCP REQUEST: Used by client to request specific IP Address. 

 DHCP DECLINE: Used by client to reject an IP Address offered by a server. 

 DHCP ACK: Used by server to acknowledge a client’s acceptance of offered IP 

address. 

 DHCP NAK: Used by server to reject a client’s acceptance of offered IP address. 

 DHCP RELEASE: Used by clients to terminate a lease. 

 DHCP INFORM: Used by clients  that have already been assigned an IP address to 

request additional configuration parameters.  

 

9. Explain DHCP Architecture. 

DHCP architecture consists of DHCP clients, DHCP server and DHCP relay agents 

on a network. 

  
 DHCP Client: 

  A DHCP client is any network-enabled device that supports the ability to 

communicate with a DHCP server in compliance with RFC 2131, for the purpose 

of obtaining dynamic leased IP configuration and related optional information. 

 DHCP provides support for client computers running any of the following 

operating systems. 

  Windows Vista 

  Windows Server 2008 

  Windows XP 

  Windows Server 2003 

  Windows 2000 

  Windows 98 
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  Windows NT version 4.0  

 DHCP Server: 

 DHCP Server is used to centrally allocate TCP/IP configuration to computers 

automatically without setting it manually. 

  It saves time to setup and manage TCP/IP network , if network is big. 

 If the IP address is actively used, computer will ask the server to renew the lease. 

 DHCP Relay Agent: 

  It passes DHCP requests from one LAN to another so that there need not be a 

DHCP server on every LAN. 

  It is a small program that relays DHCP/BOOTP messages between clients and 

servers on different subnets. 

  A relay agent relays DHCP/BOOTP messages that are broadcast on one of its 

connected physical interfaces, such as a network adapter, to other remote subnets 

to which it is connected by other physical interfaces. 

 

10. Explain various IP address schemes in DHCP. 
The DHCP standard includes three different address allocation mechanisms: 

 Manual Allocation: A particular IP address is pre-allocated to a single device by an 

administrator. DHCP only communicates the IP address to the device.  

 Automatic Allocation: DHCP automatically assigns an IP address permanently to a 

device, selecting it from a pool of available addresses. 

 Dynamic Allocation: DHCP assigns an IP address from a pool of addresses for a 

limited period of time chosen by the server, or until the client tells the DHCP server 

that it no longer needs the address 

 

11. Write the advantages and disadvantages of DHCP. 

Advantages of DHCP 

 DHCP minimizes the administrative burden 

 By using DHCP there is no chance to conflict IP address 

 By using DHCP relay agent you provide IP address to another network  

Disadvantages of DHCP 

 When DHCP server is unavailable, client is unable to access enterprises network 

 Your machine name does not change when you get a new IP address  

 

12. Explain working with shares. 
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Drives and folders under windows server are made available to user over the network as 

shared resources, simply called shares in windows networking parlance. 

You select a drive or folder, enable it to be shared and then set the permission for the 

share.  

 You can share both drives and folder in windows server with security. 

 Drives are FAT formatted or NTFS formatted, in both case share security is different. 

 For NTFS formatted drive(not a FAT formatted), you can set permission on folders 

and files within the share that are separate from the permission on the share it self. 

 For example, you have two folders in your computer drive, one is sales folder and 

one is account folder. Suppose you set read only permission to the sales folder and 

full read and write permission to the account folder. In this case network user only 

view and read sales folder files, but view and read-write the account folder.  

 Steps to create a new share: 

1. Open either My computer or Windows Explorer on the server. 

2. Right click on folder or drive your want to share and then choose share from the 

pop-up menu. File sharing dialog box will appear. 

3. In the field provided enter enough of a user’s name(preeti) to identify that person 

in the system and click Add. 

4. You will get message windows was unable to find preeti, click Find 

5. In the textbox provided under “Enter object names to select” Write preeti 

(username) and click check names and then click ok. 

6. Click the down arrow next to user’s name to set permission level. Click the share 

button to create the share. 

7. You will see a confirmatory dialog box. Click ok and share will be created. By 

default, share uses the folder’s name as the share name. Note down the location of 

shared folder 

 

13. Write down the steps to create a windows bootable disk. 

Windows server boot disk can be created using … 

1. Microsoft’s official tool 
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2. Command prompt 

3. Third party software 

 Steps  to create a windows bootable disk using Third party software : 

1. Download Rufus. 

2. Open Rufus.exe. 

3. When the software launches on the screen, plug in your USB flash drive. 

4. Find the option “Create a bootable USB drive”. 

5. From the menu that follows, select an ISO image. 

6. Click next and select the os which you want to make disk/USB  

7. Then click start,it will make bootable disk/USB. 

 

14. Write down the steps to create domain controller. OR How to create MS Active 

directory Domain controller.   

1. Open Server Manager, then select Manage and click on “Add Roles and 

Features”  

2. Click Next on the “Before you begin” window 

3. Select Role-based or feature-based installation and then click Next  

4. Click Select a server from the server pool, click the name of the server to 

install Active Directory Domain Services to, and then click Next.  

5. Click Active Directory Domain Services. When the Add Roles and Features 

Wizard dialog box opens, select Add Features, then Next  

6. On the Active Directory Domain Services page, review the information and 

then click Next  

7. On the Confirm installation selections page, click Install  

8. On the Results page, verify Installation succeeded, and click Promote this 

server to a domain controller to start the Active Directory Domain Services 

Configuration Wizard. 

 

15. Explain function of DNS server. 

 

1. DNS Resource Records  

 DNS resource record defines data types in the DNS. 

 Resource records are stored in binary format internally for use by DNS software. 

 Resource records are sent across a network in text format while they perform zone 

transfers. 
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 Whenever a resolver gives the domain name to DNS it gets the resource record 

associated with it. 

 Each resource record has five fields :  

Domain 

Name  

Class  
 

Time to Live  Value  

2. DNS Name Resolution 

 User program issues a request  for the IP address of a hostname   

 Local resolver formulates a DNS query to the name server of the host 

 Name server checks if it is authorized to answer the query.  

 if yes, it responds.  

 Otherwise, it will query other name servers, starting at the root tree  

 When the name server has the answer it sends it to the resolver 

 

16. Explain Domain Name System Objectives. 

 Understand the concept of domain name space 

 Distribution of name spaces 

 Use of DNS in the Internet 

 Define root server and zone 

 DNS Name Registration 

 

17. What do you mean by resolver? Explain different techniques used for resolving 

domain name.  

 Resolvers 

 An application program on a host accesses the domain system through a DNS 

client, called the resolver. 

 Resolver contacts DNS server, called name server . 

 DNS server returns IP address to resolver which passes the IP address to 

application. 

 DNS Request 

 There are two types of queries:– 

 Recursive queries  

 Iterative (non-recursive) queries 

 The type of query is determined by a bit in the DNS query. 

Type 
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  Recursive query: When the name server of a host  cannot resolve a query, the 

server issues a query to resolve the query. 

 Iterative queries: When the name server of a host cannot resolve a query, it sends 

a referral to another server to the resolver. 

 

 
 

18. Explain various types of objects in active directory. 

 Objects types in AD 

 Container object: 

o It is simply an object that stores other objects. 

o It functions as branches of tree. 

o AD uses container object like Organization Unit(OU). 

o Rights and permissions flow downward through tree. 

 Leaf object 

o It stands alone and cannot store other objects. 

 Object naming in AD 

o Every object is unique and based on LDAP standard. 

o Follows DN (distinguished name),RDN (relative distinguished name)rules. 

o Canonical Name: A canonical name in DN in which domain name comes 

fisrt then object’s parent containers working down from the root separated 

by forward slashes. 

o Ex: tracker.com/sales/inside 

 

19. What do you mean by group membership? Discuss create and maintain a group 

membership and also explain Types of Group. 
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 In every network, you usually have to administrator permission to many different 

folders and files. If you were able to grant access only by user account. 

 For example,30 folder and 20 files are in server, you can assign a permission to 

one group(like account group) can access 10 folder and 10 files only. You can 

assign a permission to another group(like sales) can access remaining folder and 

file but can not access folder and file to assign a account group 

 All network operating systems support the concept of security groups. 

 Not only can users be a member of groups, also groups can be members of other 

groups. This way you can build a hierarchy of groups that makes administration 

even easier. 

 Groups are appear In two domains containers,  

 Built-in  

 Users. 

 The built-in groups have certain important permission already assigned to them 

and other groups you create can be given membership in the built-in groups. 

 Steps to create group: 

1. Open server  manager from taskbar 

2.Go to Tools Active directory users and computers  

3. Now right-click on your domain (Virtual.net) to add a new group. 

4.provide a few more items of information to create a new group like Group Name, 

Group Scope, Group Type etc. and then click the "Ok" Button.  

5. Now your domain will show your newly created group. 

 

 Group scope refers to how widely the group is populated throughout a domain.  

 1. Domain local groups exist only within a single domain and it can contain 

members only from that domain. 

 2. Global groups can contain members from domain in which they exist. 

 3. Universal groups exist throughout an organization. 

 Group types: 

1. Security group 

2. Distribution group 

 Maintaining group membership 

 Select the group and open its properties dialog box(by right clicking and them 

choosing properties from the pop-up menu). 

 Click the member tab. you can see no member are added by default. 
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 Click the add button. 

  Scroll through the list to select each member you want to add to the group and 

then click the add button to add your selected members to the list of members. 

 The list displays only object that can be made of the group.  

 You can add the user either by entering the user's name if you remember the name 

or you can do an Advanced Search to find the user and then add it.  

 The next page is named "Member of" from which you can make this group a 

member of any other group.   

 The last page is for the user that will manage this group. You can provide the 

name and information of the person who will be responsible for managing this 

group. 

 

20. Write down steps for installation for window server 2012 (MIMP) 

1. Press ENTER to boot from DVD. 

2. Once booted from USB/DVD drive , Files will start loading. 

3. Take the defaults on the Language screen, and click Next. 

4. Click Install now on the install screen. 

5. Click the second line item for the GUI. The default install is now Server Core. 

Then click Next.  

6. Read License Agreement, Turn on Checkbox “I accept the license terms,” and 

then click Next.  

7. Click Custom: Install Windows only (Advanced).  

8. The disk you are using should be listed. If not, you will need to Load driver. 

Select the disk you will be installing on. If you do not want to change drive 

options (optional), Click Next.  

9. [Optional:] Click drive options; then you can create custom partitions.  

10. [Optional:] Add a drive using Native Boot To Vhd: SHIFT-F10 to open a 

command prompt window; Find installation drive (dir c:, dir d:, dir e:, 

etc). Diskpart to open the Disk Partition Utility.Create vdisk 

file=e:\BootDemo.vhd type=expandable maximum=40000. Attach disk. Exit. 

Then Refresh  

11. It will then start copying files. This will take a while.It will reboot a couple times 

(automatically). After the first reboot, it will no longer be running off of the DVD.  

12. In the Password box, enter a new password for this computer.Re-enter the 

password in the second password box, and then click Finish. 

13. Press Ctrl-Alt-Delete at the same time to get the login screen  

14. Enter password and press enter. 

15. The Desktop will be displayed and Server Manager will be opened automatically. 
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21. List and explain the steps involved in managing the user account. OR How to 

add User in User Account? Explain in detail. OR List steps to Modify, Delete 

User Account. OR Describe Adding of Active Directory User Account. 

 Managing the user accounts on the server: 

 Add user account 

 Remove user account 

 View user account 

 Activate or Deactivate a user account 

1. Add a user account: 

 Create user account with name and password. 

 Grant privileges to user. 

 Permit to access shared resources. 

 Assign user to groups. 

 Steps,  

1. Open windows server dashboard 

2. Click users 

3. Click Add a user account. 

4. Follow the instruction to complete the wizard. 

2. Remove a user account: 

 When you select Remove a user account from server, a wizard deletes selected 

account. 

 Steps,  

1. Open windows server dashboard 

2. Click users 

3. In the list of  user accounts select the account which you want to 

remove. 

4. Click Remove user account. 

5. On the Do you want to keep the files?  Wizard, you can choose to 

delete user’s files. Click Next. 

6. Click Delete Account. 
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22. Write a step to install network printer. OR Explain Steps to set up Network 

Printer.   

 Local Printer, Shared printer and Network printer are the three basic printing 

configurations. 

 A software is required to control the printing process. 

 The printer determines where and when the output should be sent. 

 Setting up Local Print Device 

1. To install a local print device, use the Add Print Wizard. 

2. When Prompted, select Local Printer And Press next button  

3. After selecting a port press NEXT button. 

4. Select Printer manufacturer in left pane, all printers available of that manufacturer 

will display in right pane. Select appropriate printer and press next.  

5. Give a “share name” if you want to share this printer otherwise select “Do not 

share this printer”. And press “next”  

6. If you want to test a print page then, select “yes”, otherwise select “no” and then 

press Next button.  

7. Now you can see “Devices and Printers ” window.  

 To Share a Print Device  

1. Click the Start menu, then select "Devices and Printers." 

2. Right-click the printer you want to share, then click Printer properties. 

3. Click the Sharing tab, and check the box next to "Share this printer.” 

 To use shared printer follow the steps. 

1. Click the Start menu, then select "Devices and Printers." 

2. Select "Add a printer." 

3. Select “add a printer using TCP/IP address”  

4. Specify IP address for printer host.  

5. Searching printer in network.  

6. Next based on IP address you provided, it will search printer. 

7. Choose device type. 

8. Select driver for printer appropriate to the printer  shared in network. 

9. Choose printer name. 

10. Select “print a test page”  and FINISH. 

 

23. List needs to Design a Network.  

https://pc.net/glossary/definition/rightclick
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 The process of determining the network need is not worked through by following 

steps . 

 Instead you should start by mapping answers to questions bellow: 

1. Choosing network type 

2. Choosing network structure 

3. Choosing servers  

 

24.  Explain the Process of Troubleshooting. OR How to troubleshoot network fault.  

Troubleshooting is perhaps the most difficult task that computer professionals face. 

Added to the need to get to the bottom of a problem afflicting the network is the 

pressure to do so as quickly as possible. 

 Computers never seem to fail at a convenient time. Failures occur in the middle of 

a job or when there are deadlines, and pressures to fix the problem immediately are 

intense. 

 Troubleshooting is more of an art from than an exact science.  

Step 1 : Defining the Problem 

 The first phase is the most critical, yet most often ignored. Without a complete 

understanding of the entire problem, you can spend a great deal of time working on 

the symptoms, without getting to the cause. The only tools required for this phase 

are a pad of paper, a pen (or pencil), and good listening skills. 

 Listening to the client or network user is your best source of information. 

Step 2 : Isolating the Cause 

 The next step is to isolate the problem. Being by eliminating the most obvious 

problems and work toward the more complex and obscure. 

 Your purpose is to narrow your search down to one or two general categories. 

 Be sure to observe the failure yourself. If possible, have someone demonstrate the 

failure to you.    

 If it is operator-induced problem, it is important to observe how it is created, as 

well as the results.                                                                                                                    

Step 3 : Planning the Repair 

 After you have lessened, your search down to a few categories, the final process of 

elimination begins. 

 Create a planned approach to isolating the problem based on your knowledge at 

this point. 
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 Start by trying out the most obvious or easiest solution to eliminate and continue 

toward the more difficult and complex. 

 It is important to record each step of the process; document every action and its 

results.  

Step 4 : Confirming the Results 

 No repair is complete without confirmation that the job has been successfully 

concluded. 

 You need to make sure that the problem no longer exists. 

 Ask the user to test the solution and confirm the results. 

 You should also make sure that the fix did not generate new peroblems. 

 Be sure to confirm not only the problem you fixed, but also that what you have 

done has not had a negative impact on any other aspect of the network.  

Step 5 : Documenting the Outcome 

 Finally, document the problem and the repair. 

 Recording what you’ve learned will provide you with invaluable information. 

 There is no substitute for experience in troubleshooting, and each new problem 

presents you with an opportunity to expand that experience. 

 Keeping a copy of the repair procedure in your technical library can be useful 

when the problem (or one like it) occurs again. 

 

25. List Hardware troubleshooting tools. Explain any one tool OR List Software 

troubleshooting tools. Explain any one tool. 

 Hardware Tools 

Hardware tools were once very expensive and difficult devices to use. They are now 

less expensive and easier to operate. They are now less expensive and easier to 

operate. They are helpful  to identify performance trends and problems. 

 Digital Voltmeters 

 Time-Domain Reflectometers(TDRs) 

 Advance Cable Taster 

 Oscilloscopes 

 Crossover Cables 

 Hardware Loopback 

 Tone Generator and Tone Locator 
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 Time-domain reflectometers (TDRs) 

 

 
 This equipment, send sonar-like piles along cables to locate breaks, shorts, or 

imperfections. 

 Network performance suffers when the cable is not intact. 

 If the TDR locates a problem is analyzed and the results are displayed. A TDR can 

locate a break within a few feet of the actual separation in the cable. 

 Software Tools 

 Software tools are network to monitor trends and identify network performance 

problems. This section described some of the more useful of these tools. 

 Network troubleshooting tools are a necessity for every network administrator. 

When getting started in the networking field, it is important to amass a number of 

tools that can be used to troubleshooting a variety of different network conditions. 

 Network General Sniffer 

 Protocol Analyzers 

 

 Protocol Analyzers 

 Protocol analyzers, also called “network analyzers,” perform real-time network 

traffic analysis using packet capture, decoding, and transmission data. 

 Network administrators who work with large networks rely heavily on the protocol 

analyzer. These are the tools used most often to monitor network interactivity. 

 Protocol analyzers look inside the packet to identify a problem. They can also 

generate statistics based on network traffic to help create a picture of the network, 

including the: 

o Cabling. 

o Software. 



  6
TH

 : CE                                                                                                                         NMA (3360703)  

VPMP POLYTECHNIC, GANDHINAGAR                  

22 

 

o File servers. 

o Workstations. 

o Network interface cards. 

 Protocol analyzers have built-in TDRs, discussed in the previous Topic. 

26. Write a short note on network monitoring tools. 

 

27. Write down steps to add DHCP & WINS roles. 

 Adding DHCP role  

1. To install DHCP Serve go to Dashboard on Server Manager and click Manage then 

click Add Rules and Features. 

2. In the Role installation window select Role-based or feature-based installation the 

click Next. 

3. Choose the server you want to install DHCP from the Server pool. Here we have 

one server and select by default. 

4. Open  Add Roles and Features Wizard Page, click Add Features then Click Next. 

5. Install required features for DHCP Server and click next.  

6. Once read the information about DHCP Server and click Next button. 

7. In the Confirm Installation page, select Restart the destination server automatically 

if required. Click Yes the warning window and click Install. 

8. The installation will take a minute, when it has completed successfully 

click Complete DHCP Configuration link. 

9. Read DHCP Post-Install configuration wizard description and click Next. 

10. Set the appropriate user for management of DHCP Server. 

11. On the DHCP summary window clicks Close and close the DHCP Installation 

page also. 

 

 What is wins? 

 WINS is a Microsoft NetBIOS Name Server (NBNS). 

 WINS provides a dynamic NetBIOS name to IP address database.  

 It also interacts with the Browser Service, which assembles and provides the 

Network Neighborhood.  

 

 Adding WINS role 

1. Launch Server Manager from a Windows 2012 server with a full GUI. 

2. Select the Dashboard section and click the Add Roles and Features link. 



  6
TH

 : CE                                                                                                                         NMA (3360703)  

VPMP POLYTECHNIC, GANDHINAGAR                  

23 

 

3. Click Next on the Before You Begin page. 

4. Leave the default selection Role-Based or Feature-Based Installation and click 

Next. 

5. Select the server from the server pool to add the DNS role and click Next. 

6. Click Next to skip the Roles selection. 

7. Select the WINS Server Feature check box, click Add Features button, and then 

click Next. 

8. Click Install on the Confirmation page to install the WINS feature. 

9. Click Close to exit the Add Roles and Features Wizard. 

 

28. Explain Network printing concept. OR What is network printer? Write the 

important of them. 

Local Printer, Shared printer and Network printer are the three basic printing 

configurations. 

A software is required to control the printing process. 

The printer determines where and when the output should be sent. 

 Setting up Local Print Device: 

 To install a local print device, use the Add Print Wizard. 

 select Local Printer And Press next button 

 After selecting a port press NEXT button. 

 Select Printer manufacturer in left pane, all printers available of that manufacturer 

will display in right pane. Select appropriate printer and press next.  

 Give a “share name” if you want to share this printer otherwise select “Do not 

share this printer”. And press “next”  

 If you want to test a print page then, select “yes”, otherwise select “no” and then 

press Next button.  

 Now you can see “Devices and Printers ” window.  

 

 To Share a Print Device : 

 Click the Start menu, then select "Devices and Printers." 

 Right-click the printer you want to share, then click Printer properties. 

 Click the Sharing tab, and check the box next to "Share this printer. 

 

 

 

 

 

https://pc.net/glossary/definition/rightclick
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 Network Print Device : 

 

 
To use shared printer follow the steps. 

1. Click the Start menu, then select "Devices and Printers." 

2. Select "Add a printer." 

3. Select “add a printer using TCP/IP address”  

4. Specify IP address for printer host.  

5. Searching printer in network.  

6. Next based on IP address you provided, it will search printer. 

7. Choose device type. 

8. Select driver for printer appropriate to the printer  shared in network. 

9. Choose printer name. 

10. Select “print a test page” and FINISH. 

 

29. List and explain different types of File and Directory permission. 

 The second type of internal security that you need to maintain information on your 

network involves the user’s access to files and directories. 

 Manage users account because you usually have at least 20 directories and several 

hundred files for every user, you have on the network.  

 Level of access to shared folders 

 You have 3 access settings for shared folders on server: 

1. Read/Write: Allows user account permission to create, change and delete 

any files in the shared folders. 

2. Read only: Allows user account permission to only read the files.  

3. No access: Do not allow access of any files in the shared folder to user.  
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