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1. What is Computer Network and  write characteristics of it ? 

 

•A computer network is a system in which multiple computers are connected 
to each other to share information and resources. 

 

•The physical connection between networked computing devices is 
established using either cable media or wireless media. 

 

•The best-known computer network is the Internet. 

 

 
A list Of Computer network characteristics is given below. 

 

 Communication speed 

 File sharing 

 Back up and Roll back is easy 

 Software and Hardware sharing 

 Security 

 Scalability 

 Reliability 

 

Communication speed 

Network provides us to communicate over the network in a fast and 

efficient manner. For example, we can do video conferencing, email 

messaging, etc. over the internet. Therefore, the computer network is a 

great way to share our knowledge and ideas. 
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File sharing 

File sharing is one of the major advantage of the computer network. 

Computer network provides us to share the files with each other. 

Back up and Roll back is easy 

Since the files are stored in the main server which is centrally located. 

Therefore, it is easy to take the back up from the main server. 

 

Software and Hardware sharing 

We can install the applications on the main server, therefore, the user 

can access the applications centrally. So, we do not need to install the 

software on every machine. Similarly, hardware can also be shared. 

 

Security 

Network allows the security by ensuring that the user has the right to 

access the certain files and applications. 

 

Scalability 

Scalability means that we can add the new components on the 

network. Network must be scalable so that we can extend the network 

by adding new devices. But, it decreases the speed of the connection 

and data of the transmission speed also decreases, this increases the 

chances of error occurring. This problem can be overcome by using 

the routing or switching devices. 

 

Reliability 

Computer network can use the alternative source for the data 

communication in case of any hardware failure. 

 

2. Write advantages and disadvantages of Computer Network? 

Advantages: 

 File sharing 

o The major advantage of a computer network is that is allows file 

sharing and remote file access. A person sitting at one workstation 

that is connected to a network can easily see files present on another 

workstation, provided he is authorized to do so. 
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 Resource sharing 
o All computers in the network can share resources such as printers, 

fax machines, modems, and scanners. 

 Better connectivity and communications 
o It allows users to connect and communicate with each other easily. 

Various communication applications included e-mail and groupware 

are used. Through e-mail, members of a network can send message 

and ensure safe delivery of data to other members, even in their 

absence. 
 

 Internet access 
o Computer networks provide internet service over the entire network. 

Every single computer attached to the network can experience the 

high speed internet. 

 Entertainment 
o Many games and other means of entertainment are easily available 

on the internet. Furthermore, Local Area Networks (LANs) offers 

and facilitates other ways of enjoyments, such as many players are 

connected through LAN and play a particular game with each other 

from remote location. 

 Inexpensive system 
o Shared resources mean reduction in hardware costs. Shared files 

mean reduction in memory requirement, which indirectly means 

reduction in file storage expenses. A particular software can be 

installed only once on the server and made available across all 

connected computers at once. This saves the expense of buying and 

installing the same software as many times for as many users. 
 

 Flexible access 
o A user can log on to a computer anywhere on the network and access 

his files. This offers flexibility to the user as to where he should be 

during the course of his routine. 

 Instant and multiple access 
o Computer networks are multiply processed .many of users can access 

the same information at the same time. Immediate commands such as 
printing commands can be made with the help of computer networks. 
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Disadvantages : 

 Lack of data security and privacy 

o Because there would be a huge number of people who would be 

using a computer network to get and share some of their files and 

resources, a certain user’s security would be always at risk. There 

might even be illegal activities that would occur, which you need to 

be careful about and aware of. 
 

 Presence of computer viruses and malwares 
o If even one computer on a network gets affected by a virus, there is a 

possible threat for the other systems getting affected too. Viruses can 

spread on a network easily, because of the inter-connectivity of 

workstations. Moreover, multiple systems with common resources 

are the perfect breeding ground for viruses that multiply. 
 

 Lack of Independence 
o Since most networks have a centralized server and dependent clients, 

the client users lack any freedom whatsoever. Centralized decision 

making can sometimes hinder how a client user wants to use his own 

computer. 
 

 Lack of Robustness 
o As previously stated, if a computer network’s main server breaks 

down, the entire system would become useless. Also, if it has a 

bridging device or a central linking server that fails, the entire 

network would also come to a standstill. 
 

 

 Need an efficient handler 
o For a computer network to work efficiently and optimally, it requires 

high technical skills and know-how of its operations and 

administration. A person just having basic skills cannot do this job. 

Take note that the responsibility to handle such a system is high, as 

allotting permissions and passwords can be daunting. Similarly, 

network configuration and connection is very tedious and cannot be 

done by an average technician who does not have advanced 

knowledge. 
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3.Write applications OR  uses  of Computer Network ? 

Financial services 
Nowadays, almost all the financial services depend on the computer 

network. You can access the financial services across the world. For 

example, a user can transfer money from one place to another by using 

the electronic fund transfer feature. You can use networking in various 

financial areas such as ATM, foreign exchange and credit history search. 
 

Business 
Nowadays, most of the works of businesses are done over the 

computers. To exchange the data and ideas, you need an effective data 

and resources sharing features. To do this, you need to connect the 

computer with each other through a network. For example, a person of 

one department of an organization can share or access the electronic data 

of other department through network. 

Email services 
A computer network provides you the facility to send or receive mails 

across the globe in few seconds. 

Mobile applications 
By using the mobile applications, such as cellular or wireless phones, 

you can communicate (exchange your views and ideas) with one other. 

Directory services 
It provides you the facility to store files on a centralized location to 

increase the speed of search operation worldwide. 

Teleconferencing 
It contains voice conferencing and video conferencing which are based 

in networking. In teleconferencing the participants need not to be 

presented at the same location. 

 

4. Define Topology? Explain different types of topology ? 

 Network Topology is the schematic description of a network 

arrangement, connecting various nodes (sender and receiver) through 

lines of connection. 

 A Network Topology is the arrangement with which computer systems 

or network devices are connected to each other. 
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 Types of network topologies : 

1.Bus 3. Star 5. Tree 

2.Ring 4. Mesh 6. 

Hybr

id 

Bus Topology 
 

 Bus topology is a network type in which every computer and network 

device is connected to single cable. 

 
 

Features: 
 

 It transmits data only in one direction. 

 Every device is connected to a single cable. 
 

 
o Advantages : 

 It is cost effective (cheaper). 

 Cable required is least compared to other network topology. 

 Used in small networks. 

 It is easy to understand. 

 Easy to expand joining two cables together.  

Disadvantages: 

 Cables fails then whole network fails. 

 If network traffic is heavy or nodes are more the performance of the network 

decreases. 

 Cable has a limited length.  
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Ring Topology 
 

 It is called ring topology because it forms a ring as each computer is 

connected to another computer, with the last one connected to the first. 

Exactly two neighbors for each device. 

 
 

 

Features: 
 

 A number of repeaters are used and the transmission is unidirectional. 

 Date is transferred in a sequential manner that is bit by bit.  

Advantages: 

 Transmitting network is not affected by high traffic or by adding more 

nodes, as only the nodes having tokens can transmit data. 

 Cheap to install and expand. 

 Troubleshooting is difficult in ring topology. 

 Adding or deleting the computers disturbs the network activity. 

 Failure of one computer disturbs the whole network. 
 

Star Topology 
 

 In this type of topology all the computers are connected to a single hub 

through a cable. This hub is the central node and all others nodes are 

connected to the central node. 
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Features: 
 

 Every node has its own dedicated connection to the hub. 

 Acts as a repeater for data flow. 

 Can be used with twisted pair, Optical Fibre or coaxial cable.  

Advantages: 

 Fast performance with few nodes and low network traffic. 

 Hub can be upgraded easily. 

 Easy to troubleshoot. 

 Easy to setup and modify. 

 Only that node is affected which has failed rest of the nodes can work 

smoothly. Disadvantages: 

 Cost of installation is high. 

 Expensive to use. 

 If the hub is affected then the whole network is stopped because all the 

nodes depend on the hub.  

Mesh Topology 
 

 It is a point-to-point connection to other nodes or devices. 

 Traffic is carried only between two devices or nodes to which it is 

connected. 
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Features: 
 

 Fully connected. 

 Robust. 

 Not flexible. 
 
Advantages: 

 

 Each connection can carry its own data load. 

 It is robust. 

 Fault is diagnosed easily. 

 Provides security and 

privacy.  

 

Disadvantages: 

 

 Installation and configuration is difficult. 

 Cabling cost is more. 

 Bulk wiring is required. 

  

Tree Topology 
 

 It has a root node and all other nodes are connected to it forming a hierarchy.  

 It is also called hierarchical topology.  

 It should at least have three levels to the hierarchy.  
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Features: 
 

 Ideal if workstations are located in groups. 

 Used in Wide Area Network. 

 Extension of bus and star topologies. 

 Expansion of nodes is possible and easy. 

 Easily managed and maintained. 

 Error detection is easily   done.  

Advantages: 

 Extension of bus and star topologies. 

 Expansion of nodes is possible and easy. 

 Easily managed and maintained. 

 Error detection is easily done. 

  

Disadvantages: 

 Heavily cabled. 

 Costly. 

 If more nodes are added maintenance is difficult. 

 Central hub fails then network fails.  

Hybrid Topology 

 A network structure whose design contains more than one topology is said 

to be hybrid topology. 

 For example if in an office in one department ring topology is used and in 

another star topology is used, connecting these topologies will result in 

Hybrid Topology (ring topology and star topology). 
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Features: 
 

 It is a combination of two or more topologies 

 Inherits the advantages and disadvantages of the topologies included 

Advantages: 

 Reliable as error detecting and trouble shooting is easy. 

 Scalable as size can be increased easily. 

 Flexible.  

Disadvantages: 
 

 Complex in design. 

 Costly. 
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5. Difference between LAN, MAN and WAN? 

Parameter LAN MAN WAN 

Area covered Covers small area.  
Covers larger than 
LAN Covers large area 

 i.e.within building 

& smaller than 

WAN  

Error rates Lowest Moderate Highest 

Transmission 
speed High speed Moderate speed Low speed 

Equipment cost Inexpensive Moderate expensive Most expensive 

Design & 
maintenance Easy Moderate Difficult 

 

 

 

6.Define protocol and explain important elements of it? 

 A protocol is a set of rules that governs (manages) data communications. 

 Protocols defines methods of communication, how to communicate, when to 

communicate etc. 

 A protocol is an agreement between the communicating parties on how 

communication is to proceed. 

 Important elements of protocols are: 

1.Syntax 

2.Semantics    

3.Timing 
 

 Syntax:- Syntax means format of data or the structure how it is presented 

e.g. first eight bits arefor sender address, next eight bits are for receiver 

address and rest of the bits for message data. 

 Semantics:- Semantics is the meaning of each section of bits e.g. the 

address bit means theroute of transmission or final destination of message. 

 Timing:- Timing means, at what time data can be sent and how fast data can 

be sent.  
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 Some protocols also support message acknowledgement and data 

compression designed for reliable and/or high-performance network 
communication. 

 Example: HTTP, IP, FTP etc… 

 
 

 

 

 

7. Define OSI model and explain function of each layer? 

 

 OSI model is based on a proposal developed by the International Standards 

Organization (ISO) as a first step toward international standardization of the 

protocols used in the various layers. 

 It was revised in 1995. 

 The model is called the OSI (Open Systems Interconnection) Reference 

Model because it deals with connecting open systems—that is, systems that 

are open for communication with other systems.  
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 The OSI model has seven layers: 

 

 

1. Physical Layer 

2. Data Link Layer 

3. Network Layer 

4. Transport Layer 
5. Session Layer 

6. Presentation Layer 

7. Application Layer 

  

 

Fig : OSI reference model 
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Physical  layer (layer 1):  

 

OSI Model, Layer 1 conveys the bit stream - electrical impulse, light or radio 

signal — through the network at the electrical and mechanical level. It provides 

the hardware means of sending and receiving data on a carrier, including defining 

cables, cards and physical aspects. Fast Ethernet, RS232, 

and ATM are protocols with physical layer components. 

 

 Layer 1 Physical examples include Ethernet, FDDI, B8ZS, V.35, V.24, RJ45. 

 

Data Link (Layer 2): 

At OSI Model, Layer 2, data packets are encoded and decoded into bits. It 

furnishes transmission protocolknowledge and management and handles errors in 

the physical layer, flow control and frame synchronization. The data link layer is 

divided into two sub layers: The Media Access Control (MAC) layer and 

the Logical Link Control(LLC) layer. The MAC sub layer controls how a computer 

on the network gains access to the data and permission to transmit it. The LLC 

layer controls frame synchronization, flow control and error checking. 

Layer 2 Data Link examples include PPP, FDDI, ATM, IEEE 802.5/ 802.2, IEEE 

802.3/802.2, HDLC, Frame Relay.  

 

Network (Layer 3): 

Layer 3 provides switching and routing technologies, creating logical paths, known 

as virtual circuits, for transmitting data from node to node. Routing and forwarding 

are functions of this layer, as well as addressing, internetworking, error 

handling, congestion control and packet sequencing. 

Layer 3 Network examples include AppleTalk DDP, IP, IPX. 

 

Transport (Layer 4): 

OSI Model, Layer 4, provides transparent transfer of data between end systems, 

or hosts, and is responsible for end-to-end error recovery and flow control. It 

ensures complete data transfer. 

Layer 4 Transport examples include SPX, TCP, UDP. 

 

https://www.webopedia.com/TERM/N/network.html
https://www.webopedia.com/TERM/H/hardware.html
https://www.webopedia.com/TERM/F/Fast_Ethernet.html
https://www.webopedia.com/TERM/R/RS_232C.html
https://www.webopedia.com/TERM/A/ATM.html
https://www.webopedia.com/TERM/P/protocol.html
https://www.webopedia.com/TERM/E/encoding.html
https://www.webopedia.com/TERM/T/TCP_IP.html
https://www.webopedia.com/TERM/M/MAC_address.html
https://www.webopedia.com/TERM/L/Logical_Link_Control_layer.html
https://www.webopedia.com/TERM/D/data_synchronization.html
https://www.webopedia.com/TERM/P/packet_switching.html
https://www.webopedia.com/TERM/R/routing.html
https://www.webopedia.com/TERM/V/virtual_circuit.html
https://www.webopedia.com/TERM/N/node.html
https://www.webopedia.com/DidYouKnow/Internet/IPaddressing.asp
https://www.webopedia.com/TERM/I/internetworking.html
https://www.webopedia.com/TERM/C/congestion.html
https://www.webopedia.com/TERM/H/host.html
https://www.webopedia.com/TERM/F/flow_control.html
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Session (Layer 5): 

This layer establishes, manages and terminates connections between applications. 

The session layer sets up, coordinates, and terminates conversations, exchanges, 

and dialogues between the applications at each end. It deals with session and 

connection coordination. 

 

 Layer 5 Session examples include NFS, NetBios names, RPC, SQL. 

 

Presentation (Layer 6): 

This layer provides independence from differences in data representation 

(e.g., encryption) by translating from application to network format, and vice 

versa. The presentation layer works to transform data into the form that the 

application layer can accept. This layer formats and encrypts data to be sent across 

a network, providing freedom from compatibility problems. It is sometimes called 

the syntax layer. 

 

Layer 6 Presentation examples include encryption, ASCII, EBCDIC, TIFF, GIF, 

PICT, JPEG, MPEG, MIDI. 

 

Application (Layer 7): 

 

OSI Model, Layer 7, supports application and end-user processes. Communication 

partners are identified, quality of service is identified, user authentication and 

privacy are considered, and any constraints on data syntax are identified. 

Everything at this layer is application-specific. This layer provides application 

services for file transfers, e-mail, and 

other network software services. Telnet and FTP are applications that exist entirely 

in the application level. Tiered application architectures are part of this layer. 

Layer 7 Application examples include WWW browsers, NFS, SNMP, Telnet, 

HTTP, FTP  

 

 

 

 

https://www.webopedia.com/TERM/A/application.html
https://www.webopedia.com/TERM/E/encryption.html
https://www.webopedia.com/TERM/N/network.html
https://www.webopedia.com/TERM/A/application.html
https://www.webopedia.com/TERM/S/syntax.html
https://www.webopedia.com/TERM/E/e_mail.html
https://www.webopedia.com/TERM/N/network.html
https://www.webopedia.com/TERM/S/software.html
https://www.webopedia.com/TERM/T/Telnet.html
https://www.webopedia.com/TERM/F/ftp.html
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8. TCP/IP (Internet Protocol Stack layers)Reference Model and explain 

function of each layer? 

 Transmission Control Protocol/Internet Protocol (TCP/IP) protocol suite is the 

engine for the Internet and networks worldwide. 

 TCP/IP either combines several OSI layers into a single layer, or does not use 

certain layers at all 

 TCP/IP is a set of protocols developed to allow cooperating computers to share 

resources across the network. 

 The TCP/IP model has five layers. 

1. Application Layer 
2. Transport Layer 

3. Internet Layer 

4. Data Link Layer  

5. Physical Network 

 
 

      Fig:TCP/IP Reference Model 

 

 



CN  3340702 

VPMP POLYTECHNIC18 

 

Physical  and Data link layer :The function of Physical and Data link layer is 

same as OSI model. 

 

Network Layer (Internet Layer) 
 

 The internet layer also called the network layer. 

 Internet layer pack data into data packets known as IP datagrams, which 

contain source and destination address (logical address or IP address) 
information that is used to forward the datagrams between hosts and across 

networks.  

 The Internet layer is also responsible for routing of IP datagrams. 

 Internet Protocol (IP) is the most important protocol in this layer. 

 It is a connectionless protocol that does not assume reliability from lower 

layers. IP does not provide reliability, flow control or error recovery. 

 IP provides a routing function that attempts to deliver transmitted messages 

to their destination. 

 These message units in an IP network are called an IP datagram. 

 Example: IP, ICMP, IGMP, ARP, and RARP 

 

Transport Layer 
 

 The purpose of Transport layer is to permit devices on the source and 
destination hosts to carry on a conversation. 

 Transport layer defines the level of service and status of the connection 

used when transporting data. 

 The transport layer provides the end-to-end data transfer by delivering data 

from an application to its remote peer. 

 The most-used transport layer protocol is the Transmission Control 
Protocol (TCP), which provides: 

 Reliable delivery data Congestion control 

 Duplicate data suppression Flow control 

 
Application layer : 
 

 As we can see from the above figure, presentation and session layers are 

not there in TCP/IP model. Also note that the Network Access Layer in 
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TCP/IP model combines the functions of Data link Layer and Physical 

Layer. 
 

 Application layer is the top most layer of four layer TCP/IP model. 

 Application layer is present on the top of the Transport layer. 

 Application layer defines TCP/IP application protocols and how host 
programs interface with Transport layer services to use the network. 

 Application layer includes all the higher-level protocols like DNS (Domain 

Naming System), HTTP (Hypertext Transfer Protocol), Telnet, SSH, FTP 
(File Transfer Protocol), TFTP (Trivial File Transfer Protocol), SNMP 

(Simple Network Management Protocol), SMTP (Simple Mail Transfer 
Protocol), DHCP (Dynamic Host Configuration Protocol), X Windows, 

RDP (Remote Desktop Protocol) etc. 
 

Network Interface Layer (Network Access Layer) 
 

 Network Access Layer defines details of how data is physically sent 

through the network, including how bits are electrically or optically 

signalled by hardware devices that interface directly with a network 
medium, such as coaxial cable, optical fiber, or twisted pair copper wire. 

  

 The protocols included in Network Access Layer are Ethernet, Token Ring, 

FDDI, X.25, Frame Relay etc. 
 
 
 

9. Difference between OSI and TCP/IP model ? 
 
 

BASIS FOR 

COMPARISON 

TCP/IP MODEL OSI MODEL 

Expands To TCP/IP- Transmission Control OSI- Open system 
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BASIS FOR 

COMPARISON 

TCP/IP MODEL OSI MODEL 

Protocol/ Internet Protocol Interconnect 

Meaning It is a client server model used 

for transmission of data over 

the internet. 

It is a theoretical model 

which is used for 

computing system. 

No. Of Layers 4 Layers 7 Layers 

Developed by Department of Defense (DoD) ISO (International Standard 

Organization) 

Tangible Yes No 

Usage Mostly used Never used 

   

 
 
 



CN  3340702 

VPMP POLYTECHNIC21 

 

10 . Differenece between Connection  Oriented and Connectionless 

services ? 
 

 

BASIS OF 

COMPARISON 

CONNECTION-ORIENTED 

SERVICE 

CONNECTION-LESS 

SERVICE 

Prior Connection 

Requirement 

Necessary Not required 

Reliability Ensures reliable transfer of 

data. 

Not guaranteed. 

Congestion Unlikely Occur likely. 

Transferring mode It can be implemented using 

circuit switching and virtual 

circuit. 

It is implemented using 

packet switching. 

Lost data 

retransmission 

Feasible Practically, not possible. 
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BASIS OF 

COMPARISON 

CONNECTION-ORIENTED 

SERVICE 

CONNECTION-LESS 

SERVICE 

Suitability Suitable for long and steady 

communication. 

Suitable for bursty 

Transmission. 

Signalling Used for connection 

establishment. 

There is no concept of 

signalling. 

Packet forwarding Packets sequentially travel to 

their destination node and 

follows the same route. 

Packets reach the 

destination randomly 

without following the same 

route. 

Delay There is a delay in transfer of 

information, but once the 

connection is established faster 

delivery can be achieved. 

Because to the absence of 

connection establishment 

phase, the transmission is 

faster. 
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11.Draw Transmission media chart ? 

 

 
 

 

 

 

12. Explain co-axial cable in detail ? 

 

A Coaxial cable is a cable used in the transmission of video, communications, and 

audio. This cable has high bandwidths and greater transmission capacity. Most 

users relate to a coaxial or coax cable as a cable used to connect their TVs to a 

cable TV service.  

However, these cables are also used in networks and what allow a broadband cable 

Internet connection using a cable modem 
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There are two types of coaxial cable: 

 Thinnet cable (10Base2) 

 Thicknet cable (10Base5) 

t 

Thinnet cable (10Base2): 

 

Thinnet coaxial cable is connected using special connectors and requires to be 

terminated at each end using a 50ohm resistor. 

10Base2 stands for: 

 Data Transmission Rate of 10Mbps, i.e. 10 

 Uses baseband transmission, i.e. Base 

 Used in Ethernet networks it has a maximum cable length of 185 metres, i.e. 

the 2 for approximately 200 metres 

 

 Thicknet cable (10Base5): 

 

The thicker the copper core, the further the cable can carry signals. Thicknet is 

sometimes used as a backbone to connect several smaller thinnet based networks. 

10base5 stands for: 

 Data Transmission Rate of 10Mbps, i.e. 10 

 Uses baseband transmission, i.e. Base 

 Used in Ethernet networks it has a maximum cable length of 500 metres, i.e. 

the 5 is for 500 metres 
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Benefits or advantages of Coaxial Cable 

Following are the benefits or advantages of Coaxial Cable: 

➨Due to skin effect, coaxial cable is used in high frequency applications (> 50 

MHz) using copper clad materials for center conductor. Skin effect is result of high 

frequency signals propagating along outer surface of the conductor. It increases 

tensile strength of the cable and reduces weight.  

➨The cost of coaxial cable is less.  

➨The outer conductor in coaxial cable is used to improve attenuation and shield 

effectiveness. This can be further enhanced with the use of second foil or braid 

known as jacket (C2 as designated in the figure-1). The jacket is used as protective 

cover from the environment and makes overall coaxial cable as flame retardant.  

➨It is less susceptible to noise or interference (EMI or RFI) compare to twisted 

pair cable.  

➨It supports high bandwidth signal transmission compare to twisted pair.  

➨It is easy to wire and easy to expand due to flexibility.  

➨It allows high transfer rates with coaxial cable having better shielding materials.  

 

Drawbacks or disadvantages of Coaxial Cable 

Following are the disadvantages of Coaxial Cable: 

➨It is bulky.  

➨It is expensive to install for longer distances due to its thickness and stiffness.  

➨As single cable is used for signal transmission across the entire network, in case 

of failure in one cable the entire network will be down.  

➨The security is a great concern as it is easy to tap the coaxial cable by breaking it 

and inserting T-joint (of BNC type) in between.  

➨It must be grounded to prevent interference. 

 

Uses/application: 

1. Coaxial cable is used in cable TV connections. 

2. Also used by telephone companies to connect central offices to telephone poles 

near customer sites. 
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3. Coaxial cables are used to connect Radio transmitters and receivers to their 

antennas. 

4. Coaxial cables are used in digital audio (S/P DIF). 

 

13.Explain fiber optic cable in detail ? 

Fiber optic cable is a high-speed datatransmission medium. It contains tiny glass or 

plastic filaments that carry light beams. Digitaldata is transmitted through the cable 

via rapid pulses of light. 

Because fiber optic cables transmit data via light waves, they can transfer 

information at the speed of light. Not surprisingly, fiber optic cables provide the 

fastest data transfer rates of any data transmission medium. 

Since fiber optic cables provide fast transfer speeds and large bandwidth, they are 

used for a large part of the Internet backbone.  

 

 

 

Advantages : 

Extremely High Bandwidth: No other cable-based data transmission medium offers 

the bandwidth that fiber does. The volume of data that fiber optic cables transmit 

per unit time is far great than copper cables 

https://techterms.com/definition/data
https://techterms.com/definition/digital
https://techterms.com/definition/datatransferrate
https://techterms.com/definition/bandwidth
https://techterms.com/definition/backbone
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Longer Distance: in fiber optic transmission, optical cables are capable of 

providing low power loss, which enables signals can be transmitted to a longer 

distance than copper cables. 

Resistance to Electromagnetic Interference: in practical cable deployment, it’s 

inevitable to meet environments like power substations, heating, ventilating and 

other industrial sources of interference. However, fiber has a very low rate of bit 

error (10 EXP-13), as a result of fiber being so resistant to electromagnetic 

interference. Fiber optic transmission is virtually noise free 

Low Security Risk: the growth of the fiber optic communication market is mainly 

driven by increasing awareness about data security concerns and use of the 

alternative raw material. Data or signals are transmitted via light in fiber optic 

transmission. Therefore there is no way to detect the data being transmitted by 

"listening in" to the electromagnetic energy "leaking" through the cable, which 

ensures the absolute security of information 

Small Size: fiber optic cable has a very small diameter. For instance, the cable 

diameter of a single OM3 multimode fiber is about 2mm, which is smaller than 

that of coaxial copper cable. Small size saves more space in fiber optic 

transmission. 

Disadvantages : 

Fragility: usually optical fiber cables are made of glass, which lends to they are 

more fragile than electrical wires. In addition, glass can be affected by various 

chemicals including hydrogen gas (a problem in underwater cables), making them 

need more cares when deployed under ground. 

Difficult to Install: it’s not easy to splice fiber optic cable. And if you bend them 

too much, they will break. And fiber cable is highly susceptible to becoming cut or 

damaged during installation or construction activities. All these make it difficult to 

install. 

Attenuation & Dispersion: as transmission distance getting longer, light will be 

attenuated and dispersed, which requires extra optical components like EDFA to be 

added. 

https://www.fs.com/c/cat5e-cat6-cat7-904
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Cost Is Higher Than Copper Cable: despite the fact that fiber optic installation 

costs are dropping by as much as 60% a year, installing fiber optic cabling is still 

relatively higher than copper cables. Because copper cable installation does not 

need extra care like fiber cables.  

 

14. Explain Hub in detail ? 

What is Hub: A Hub is a networking device which receives signal from the source, 

amplifies it and send it to multiple destinations or computers. If you ever some 

across subject 'Computer Networking' then you must heard this word. Sometimes, 

hubs are also called Ethernet Hub, Repeater Hub, Active Hub and Network Hub. 

Basically it is a networking device which is used multiple devices like Computers, 

Servers etc to each other and make them work as a single network segment. Hubs 

are used in 'Physical Layer' of OSI Model. 

Recommended For You: Peer to Peer Networking Model 

Construction Of Hub: 

Practically Hubs is a small box in rectangular shape which have multiple ports for 

connecting various devices to it. It receives its power supply from auxiliary power 

sources. The main work of Hub is to receive incoming data signals, amplify them 

in the form of electrical signals and then send them to each connected device. A 

Hub may contain a number of ports. Minimum amount of ports that a hub can have 

is 4 and it can have up to 24 ports for connecting various devices and peripherals to 

it. 

Recommended For You: Client Server Networking Model 

Types of Hub:On the basis of its working methods, the Hubs can be divided into 

three types,  

given as: 

 

Active Hub 

Passive Hub 

Intelligent Hub 

http://www.wikiforu.com/2013/04/peer-to-peer-networking-models.html
http://www.wikiforu.com/2013/04/client-server-networking-model-advantages-dis.html
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Active Hub: As its name suggests, Active Hub is a hub which can amplify or 

regenerate the information signal. This type of bus has an advantage as it also 

amplifies the incoming signal as well as forward it to multiple devices. This Bus is 

also known as Multiport Repeater. It can upgrade the properties if incoming signal 

before sending them to destination. 

 

 

Passive Hub: Passive Hub works like a simple Bridge. It is used for just creating a 

connection between various devices. It does not have the ability to amplify or 

regenerate any incoming signal. It receives signal and then forward it to multiple 

devices. 

 

Intelligent Hub: This is the third and last type of Bus. It can perform tasks of both 

Active and Passive buses. Also, it can perform some other tasks like Bridging and 

routing. It increases the speed and effectiveness of total network thus makes the 

performance of whole network fast and efficient. 

 

Applications Of Hub: Networking Hub is widely used networking connectivity 

device. It has many advantages over other connectivity devices. Some Application 

of Networking Hub are given below: 

 

 

Hubs are used to create small Home Networks. 

Hubs are used for monitoring the networks. 

Hubs are used in Organizations and Computer Labs for connectivity. 

It Makes one device or peripheral available throughout the whole network. 
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15. Give difference between ipv4 and ipv6 ? 

BASIS OF 

COMPARISON 

IPV4 IPV6 

Address 

Configuration 

Supports Manual and 

DHCP configuration. 

Supports Auto-

configuration and 

renumbering 

End-to-end 

connection integrity 

Unachievable Achievable 

Address Space It can generate 4.29 x 

10
9
 addresses. 

It can produce quite a large 

number of addresses, i.e., 

3.4 x 10
38

. 

Security features Security is dependent 

on application 

IPSEC is inbuilt in the IPv6 

protocol 

Address length 32 bits (4 bytes) 128 bits (16 bytes) 
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BASIS OF 

COMPARISON 

IPV4 IPV6 

Address 

Representation 

In decimal In hexadecimal 

Fragmentation 

performed by 

Sender and 

forwarding routers 

Only by the sender 

Packet flow 

identification 

Not available Available and uses flow 

label field in the header 

Checksum Field 

 

Available Not available 

Message 

Transmission 

Scheme 

 

Broadcasting Multicasting and 

Anycasting 
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BASIS OF 

COMPARISON 

IPV4 IPV6 

Encryption and 

Authentication 

 

Not Provided Provided 
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