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5.1 IP PROTOCOL 
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 The Internet Protocol (IP) is the principal 

communications protocol in the Internet protocol suite 

for transfering datagrams across network boundaries.  

 Its routing function enables internetworking, and 

essentially establishes the Internet. 

 IP has the task of delivering packets from the source 

host to the destination host based on the IP addresses in 

the packet headers.  

 IP defines packet structures that encapsulate the data 

to be delivered.  

 It also defines addressing methods that are used to label 

the datagram with source and destination information. 

 

 



5.1 IP PROTOCOL 

 The first major version of IP, Internet Protocol Version 

4 (IPv4), is the dominant protocol of the Internet. Its 

successor is Internet Protocol Version 6 IPv4). 

 1. IPv4 

 2. IPv6 
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5.1.1  IP PROTOCOL VERSION 4 
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 Internet Protocol version 4 (IPv4) is the fourth version 

of the Internet Protocol (IP).  

 It is one of the core protocols of standards-based 

internetworking methods in the Internet, and was the 

first version deployed for production in the ARPANET 

in 1983. 

 IPv4 is a connectionless protocol for use on packet-

switched networks.  

 It does not provide error checking,error control and 

flow control. 

 It unreliable, connectionless protocol. 

 It uses error correction. 



5.1.1 IPV4 HEADER FORMAT 
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5.1.1  IP PROTOCOL VERSION 4 

 Version: The first header field in an IP packet is the 

four-bit version field. For IPv4, this has a value of 4. 

 Header Length (HLEN): The second field (4 bits) is 

the Internet Header Length (IHL), which is the number 

of 32-bit words in the header.  

 Since an IPv4 header may contain a variable number of 

options, this field specifies the size of the header The 

minimum value for this field is 5 , and the maximum 

length is 15 words (15×32 bits) or 480 bits = 60 bytes.  

 Type of service :Originally defined as the Type of 

service (ToS) field.New technologies are emerging that 

require real-time data streaming and therefore make 

use of the DSCP field. An example is Voice over IP 

(VoIP), which is used for interactive data voice 

exchange. 
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5.1.1  IP PROTOCOL VERSION 4 

 Total Length: This 16-bit field defines the entire packet 

size, (header + data) in bytes. The minimum-length of 

packet is 20 bytes and the maximum is 65,535 bytes. 

 Identification :This field is used for uniquely 

identifying the group of fragments of a single IP 

datagram 

 Flags: A three-bit field is used to control or identify 

fragments.  

 bit 0: Reserved; must be zero. 

 bit 1: Don't Fragment (DF) 

 bit 2: More Fragments (MF) 

 Fragment Offset: The fragment offset field specifies the 

offset of a particular fragment relative to the beginning 

of the original IP datagram.  
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5.1.1  IP PROTOCOL VERSION 4 
 Time To Live (TTL): An eight-bit time to live field 

limits a datagram's lifetime. It is specified in seconds, 

but time intervals less than 1 second are rounded up to 

1. 

 Protocol : This field defines the protocol used at higher 

layers in the data portion of the IP datagram.  

 Checksum: The 16-bit checksum field is used for error-

checking of the header.  

 Source address: This field is the IPv4 address of the 

sender of the packet.  

 Destination address : This field is the IPv4 address of 

the receiver of the packet.  

 Options :The options field is not often used. Note that 

the value in the HLEN field must include enough extra 

32-bit words to hold all the options. 
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5.1.1  IP PROTOCOL VERSION 6 
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 Internet Protocol version 6 (IPv6) is the most 

recent version of the Internet Protocol (IP), the 

communications protocol that provides an identification 

and location system for computers on networks and 

routes traffic across the Internet. 

  IPv6 was developed by the Internet Engineering Task 

Force (IETF) to deal with the long-anticipated problem 

of IPv4 address exhaustion 



5.1.1  IP PROTOCOL VERSION 6 

IPV4 IPV6 

Size of ipv4 address 32 bit Size of ipv46 address 128 bit 

It provides smaller address 

space 

It provides larger address 

space 

Its header format is complex Its header format is simpler 

It does not allow extension of 

protocols 

It allows extension of 

protocols 

Less secure Provide encryption, 

authentication and 

confidentiality. 
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5.1.1  IP PROTOCOL VERSION 6 
 IPv6 is internet protocol version 6 

 Also known as ipng (internetwork protocol next 

generation) 

 It’s a 128 bit address. 
 Advantages/features : 

 Large address space 

 Better header format 

 New options 

 Allow extension of existing protocols 

 Support for resource allocation 

 More secure 
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5.2 IP ADDRESSING SCHEMES 

 IP ADDRESS: it is a logical address used to identify a 

device in a network uniquely. 

 IPv4 uses 32-bit (four-byte) addresses, which limits the 

address space to 4294967296 (232) addresses.  

 IP addressing schemes: 

 Classful addressing 

 Classless addressing  

 IP Address Notations: 

1. Binary notation 

2. Dotted decimal notation 
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5.2.1  IP ADDRESS NOTATIONS 
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• IP address notations 



5.2.3 CLASSFUL ADDRESSING 

Network  id Host id 
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32 bits 



5.2.4 CLASSES OF IP ADDRESSES 

 The high order octet of the addresses was redefined to 
create a set of classes of networks, in a system which 
later became known as Classful networking.  

 The system defined five classes, Class A, B, C, D, and 
E.  

 The Classes A, B, and C had different bit lengths for 
the new network identification.  

 The rest of an address was used as previously to 
identify a host within a network, which meant that 
each network class had a different capacity to address 
hosts.  

 Class D was allocated for multicast addressing. 

 Class E was reserved for future applications. 
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5.2.5 IDENTIFYING CLASSES IN BINARY AND 

DOTTED DECIMAL NOTATION 
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5.3 SUBNET AND SUBNET MASKING 

 IP address are designed at  two level of hierarchy. In 
that network id part is used to identify a network and 
host id part is used to identify a host in a network. 

 [ netid ---> hostid ], two level of hierarchy. 

 Sometimes two level of hierarchy is not suitable  for an 
organizations. 

 At that time three level of hierarchy is used.  

 [netid-subnet-id-hostid], three level of 
hierarchy. 

 Subnetting enables the network administrator to 
further divide the host part of the address into two or 
more subnets. 

 In this case, a part of the host address is reserved to 
identify the particular subnet. 
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5.3 SUBNET AND SUBNET MASKING 
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5.3 SUBNET AND SUBNET MASKING 
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 When a router receives a packet , it route a packet 

based on network address or sub network address. 

 Router uses masking process to extract the address of 

network or subnetwork from IP address. 



5.3.1 EXAMPLE-SUBNET MASK 
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 First example shows masking without subneting. 

 Second example shows masking with subneting. 



5.4 DNS (DOMAIN NAME SYSTEM) 

 The Domain Name System (DNS) is a hierarchical 

distributed naming system for computers, services, or any 

resource connected to the Internet or a private network. 

 A system that can map IP address to a name and a name 

to an IP address is called DNS. 

 Resolver : An application program used by DNS that 

maps a name to IP is called resolver. 

 DNS is represented in inverted tree structure.. 

 Domain Name: Each node(device) in  a tree has name 

called domain name. People prefer to use easy-to-

remember names instead of IP addresses . 

 Full domain name is sequence of labels separated by dots. 

It should not  allow more then 255 characters. 

 Domain names are alphanumeric names for IP addresses 

e.g., www.yahoo.com, www.google.com 
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http://www.yahoo.com/
http://www.yahoo.com/
http://www.yahoo.com/
http://www.yahoo.com/
http://www.yahoo.com/
http://www.google.com/
http://www.google.com/
http://www.google.com/
http://www.google.com/
http://www.google.com/
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5.4 DNS (DOMAIN NAME SYSTEM) 

 Name server:  

 Information of DNS must be stored. To store this 

information at one place is not reliable so this 

information is distributed among servers is called 

domain name server. 
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5.4 DNS (DOMAIN NAME SYSTEM) 



5.4.1 TYPE OF DNS IN INTERNET 
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5.4.1.1 GENERIC DOMAINS 

 GENERIC DOMAIN: 

 Contains registered hosts 

according to their generic 

behaviour. 

 Each node in tree defines a 

domain which is an index to 

domain name space 

database. 

 First level generic domain 

section allows seven possible 

three-character labels. 
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5.4.1.1 GENERIC DOMAINS 
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5.4.1.2 COUNTRY DOMAINS 

 
 It uses two-character country labels. 

 eg.  .in for India 
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5.4.1.3 INVERSE DOMAIN 
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 It is used to map an 

address to a name. 

 First level inverse 

domain is called 

ARPA. 

 Second level inverse 

domain is called in-

addr. 

 Rest of the domain 

specify the ip address. 



5.5 FTP (FILE TRANSFER PROTOCOL) 
 The File Transfer Protocol (FTP) is a standard 

network protocol provided by TCP/IP,  

 It is used to transfer computer files between a client and 

server on a computer network. 

 Transferring files from one system to another suffers 

from many problems like 2 system may use different OS, 

different  file name conventions, different ways to 

represent data, etc. such problems have been solved by 

FTP. 

 FTP creates 2 connections between client and server. one 

for transferring data and another is for control 

information. 

 FTP client has 3 components: user interface, client 

process, and server data transfer process. 

 FTP server has 2 components: server control process and 

server data transfer process. 
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5.5 FTP CONTINUE 
 Control connection is 

made between control 
processes. 

 Data connection is made 
between data transfer 
processes. 

 Connection is maintained 
during entire interactive 
FTP session and it is 
opened and closed for 
each file transferred. 

 Port 21 used for FTP 
control connection 

 Port 20 is use for FTP 
data connection. 
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5.5.1 TFTP(TRIVIAL FILE TRANSFER PROTOCOL) 
 When we need to simply copy a file without the 

need for other functions like FTP protocol, like 

diskless computer need to download files from 

server for booting, at that time TFTP is used. 

 Reading in TFTP means copying file from server to 

client. 

 Writing in TFTP means  copying file from client  to 

server . 

 TFTP does not have authorization. 

 TFTP client and server uses UDP protocol. 

 TFTP is less powerful than FTP. 

 Requires less memory to run code. 
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5.6 EMAIL 

 Electronic mail(e-mail) is a method of exchanging 

digital messages from an author to one or more 

recipients.  

 Email operates across the Internet or other computer 

networks. 

 Today's email systems are based on a store-and-

forward model.  

 Email servers accept, forward, deliver, and store 

messages. Neither the users nor their computers are 

required to be online simultaneously. 
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5.6 EMAIL 
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5.6.1 EMAIL MESSAGE FORMAT 

 It has two parts 

1. Envelop:  It contains sender address, receiver address 

and other information. 

2. Message: It contains header and body part. 

1. Header contains address of sender, receiver and 

subject of message 

2. Body contains actual information to be read by 

receiver. 



5.6.2 MAIL DELIVERY SYSTEM 

 First stage: Email goes from user agent to local server 

and stored in it until it can be sent. 

 Second stage: Email goes from local to remote server 

and stored in mailbox of user for later retrieval. 

 Third stage: Remote user agent uses POP3 and 

IMAP4 to access mailbox. 
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5.6.3 USER AGENT 

 User agent prepares the message , creates the envelop 

and puts the message in envelop. 

 Mail transfer agent transfers the mail across the 

internet. 
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5.6.4 EMAIL ADDRESS 

 To deliver mail, mail handling system(MHS) must use 

an addressing system with unique address. 

 It consist two part:  

1. Local part: defines the name of special file called 

user mailbox. 

2. Domain part: defines the domain name of the 

receiver  where the email is sent.  
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5.6.5 EMAIL PROTOCOLS 

1. SMTP ( simple mail transfer protocol): It is used 

for sending emails between servers. 

2. POP3 (post office protocol version 3): It is used to 

retrieve email from server. 

3. IMAP4 (internet message access protocol version 

4): It is similar to POP3 but provides extra 

functionalities. 

4. MIME (multipurpose internet mail extensions): It 

is used to send non ASCII messages over internet 

like graphic, audio and video files. 
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5.7 HTTP 
 Hypertext transfer protocol. 

 It is application level protocol. 

 It is used to transfer web pages.  

 It defines how messages are formatted and 

transmitted . 

 HTTP uses the services of TCP on well-known port 80. 

 Protocol for transfer of various data formats between 

server and client 

 Plaintext 

 Hypertext 

 Images 

 Video 

 Sound 
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5.7 HTTP CONTINUE 
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 The Web client and the Web server are application 
programs. 

 Application layer programs do useful work like retrieving 
Web pages, sending and receiving email or transferring 
files 

 The client and server send messages and data without 
knowing anything about the communication network 



 URL 

 Uniform Resource Locator 

 Refers to an existing protocol 

http:, wais:, ftp:, mailto:, gopher:, news: 

 Points to a document on a specific server. 

 URN 

 Uniform Resource Name 

 Globally unique, persistent identifier 

Independent of location. 

 URI 

 Uniform Resource Identifier 

 Collection of URL’s and URN’s. 
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5.7 HTTP CONTINUE 



 

 

 

 

 

 protocol 

The protocol you are using 

 host 

Host name or ip number 

 port 

TCP port number that protocol server is using 

 path 

Path and filename reference of object on server 
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5.7.1 URL 



5.7.2 HTTP CONVERSATION 
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 I would like to open a 
connection  

 

 GET <file location> 

 

 

 

 Display response 

 Close connection 

 

 

 OK 

 

 

 

 Send page or error message 

 

 

 

 

 OK 

Client Server 



5.7.3 HTTP EXAMPLE 
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IMP QUESTION 

1. Explain IPV4 Header Format in detail. 

2. Give the Difference between IPV4 And IPV6. 

3. What is IP Address ? Explain different types of 

IP address Class with clear diagram. 

4. Write a short note on DNS & FTP. 

5. Explain Mail Delivery System of E-Mail in 

detail. 

6. Explain FTP in detail. 

7. Explain HTTP in detail. 

 8. Explain EMAIL protocols in details. 
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