
 

 

Computer Network and Security 
 

1)  What is Security Threat? List out threats and explain any one in detail.  
 A threat  in security refers to anything that has the potential to cause serious harm to a computer 

system.  
 A threat is something that may or may not happen, but has the potential to cause serious 

damage.  
 Threats to Security: 

Virus 
Worms 
Intruders: 
Insiders 
Criminal organization 
Terrorist 

Virus:   

 A computer virus attaches itself to a program or file enabling it to spread from one computer to 
another, leaving infections as it travels.  

 Like a human virus, a computer virus can range in severity, some may cause only mildly annoying 
effects while others can damage your hardware, software or file. 

 Almost all viruses are attached to an executable file. 
 It is important to note that a virus cannot be spread without a human action. Because a    virus is 

spread by human action people will unknowingly continue the spread of a computer virus by sharing 
infecting files or sending emails with viruses as attachments in the email. 

 
2) Explain CIA terminology with neat diagram and example./Security Basics (7) (**) 

Confidentiality , intergrity , and availability (CIA) is a model designed to guide policics for information  
security within an organization. 



 

 

 
Confidentiality  

 Confidentiality  prevents sensitive information  from reaching the wrong people , while making sure  
that the right people can in fact get it. 

 A good example is an account number or routing number when banking online. 
 Data encryption is a common method of ensuring confidentiality.  
 User IDs and passwords constitute a standerd procedure; two-factor authentication is becoming the 

norm and  biometric verification is an option as well. 
 In addition, users can take precautions to minimize the number of places where the information 

appears, and the number of times it is actually transmitted to complete a required transaction. 
 
Integrity  

 intergrity  involves maintaining the consistency,accuracy, and trustworthiness of data over its entirc 
life cycle.  

 Data must not be changed in transit, and steps must be taken to ensure that data cannot be altered by 
unauthorized people (for example, in a breach of confidentiality).  

 In addition,some means must be in place to detect any changes in data that might occur as a result of 
non-human-caused events such as an electromagnetic pulse (EMP)or server crash. 

 If an unexpected change occurs, a backup copy must be available to restore the affected data to its 
correct state. 
 
Availability 

 Availability of information refers to ensuring that authorized parties are able to access the information 
when needed.  



 

 

 Availability is  best ensured by rigorously maintaining all hardware, performing hardware repairs 
immediately when needed, providing adequate communication bandwidth and preventing occurrence 
of bottlenecks, implementing emergency power backup system, keeping   current with all necessary 
system  upgrade and guiding against the action like DoS attacks. 

 
3) Explain Spoofing with diagram.(**)  

 A spoofing attack is when an attacker or malicious program successfully acts on another 
person’s (or program’s) behalf by impersonating data. 

 It takes place when the attacker pretends to be someone else (or another computer, device, etc.) 
on a network in order to trick other computers, devices or people into performing legitimate 
actions or giving up sensitive data.  

 Some common types of spoofing attacks include ARP spoofing, DNS spoofing and IP address 
spoofing. 

 These types of spoofing attacks are typically used to attack networks, spread malware and to 
access confidential information and data. 

 

 
 

Types of Spoofing Attacks 

1. ARP Spoofing Attack 

 The Address Resolution Protocol (ARP) is a protocol used to translate IP addresses into Media Access 
Control (MAC) addresses in order to be properly transmitted.  

 In short, the protocol maps an IP address to a physical machine address.  



 

 

 This type of spoofing attack occurs when a malicious attacker links the hacker’s MAC address with the 
IP address of a company’s network.  

 This allows the attacker to intercept data intended for the company computer. 
  ARP spoofing attacks can lead to data theft and deletion, compromised accounts and other malicious 

consequences.  
 ARP can also be used for DoS, hijacking and other types of attacks. 

2. IP Spoofing Attack 

 The most commonly-used spoofing attack is the IP spoofing attack.  
 This type of spoofing attack is successful when a malicious attacker copies a legitimate IP address in 

order to send out IP packets using a trusted IP address.  
 Replicating the IP address forces systems to believe the source is trustworthy, opening any victims up 

to different types of attacks using the ‘trusted’ IP packets. 
 The most popular type of IP spoofing attack is a Denial of Service attack. 

 
4) Define active attacks. Explain any one in brief. (**) 

Active attack : “ Involve some modification of the data stream or the creation of a false stream and can be 
subdivided into four subcategories : Masquerade, Replay, Modification of message and Denial of service.” 

Example: Dos , DDoS  

i. Denial of Service (DoS)  

 



 

 

 In computing, a denial-of-service (DoS) attack is an attempt to make a machine or network resource 
unavailable to its intended users, such as to temporarily or indefinitely interrupt or suspend services of a 
host connected to the Internet.  

 There are two general methods of DoS attacks: flooding services or crashing services. Flood attacks occur 
when the system receives too much traffic for the server to buffer, causing them to slow down and 
eventually stop. 

 Criminal perpetrators of DoS attacks often target sites or services hosted on high-profile web servers 
such as banks, credit card payment gateways; but motives of revenge, blackmail or activism can be 
behind other attacks. 

 The denial of service (DoS) attack is one of the most powerful attacks used by hackers to harm a company 
or organization.  

 A DoS attack is an attempt to make a system or server unavailable for legitimate users and, finally, to take 
the service down. This is achieved by flooding the server’s request queue with fake requests. After this, 
server will not be able to handle the requests of legitimate users. 

 A DoS attack can be done in a several ways. The basic types of DoS attack include: 

1. Flooding the network to prevent legitimate network traffic 
2. Disrupting the connections between two machines, thus preventing access to a service 
3. Preventing a particular individual from accessing a service. 
4. Disrupting a service to a specific system or individual 
5. Disrupting the state of information, such resetting of TCP sessions 

 
5) Write a short note on SQL injection.  

 



 

 

 
 
 A SQL injection attack consists of insertion or "injection" of a SQL query via the input data from the 

client to the application.  
 A successful SQL injection exploit can read sensitive data from the database, modify database data 

(Insert/Update/Delete), execute administration operations on the database (such as shutdown the 
DBMS), recover the content of a given file present on the DBMS file system and in some cases issue 
commands to the operating system.  

 SQL injection attacks are a type of injection attack, in which SQL commands are injected into data-
plane input in order to effect the execution of predefined SQL commands. 

 SQL Injection vulnerability could possibly affect any website or web application that makes use of an 
SQL-based database, the vulnerability is one of the oldest, most prevalent and most dangerous of web 
application vulnerabilities. 

 By leveraging an SQL Injection vulnerability, given the right circumstances, an attacker can use it to 
bypass a web application’s authentication and authorization mechanisms and retrieve the contents of 
an entire database. 

6) Write short note on Piggybacking.(**)  
 Piggybacking, in a wireless communications context, is the unauthorized access of a wireless 

LAN.  Piggybacking is sometimes referred to as "Wi-Fi squatting."  
 The usual purpose of piggybacking is simply to gain free network access rather than any malicious 

intent, but it can slow down data transfer for legitimate users of the network.  

https://www.owasp.org/index.php/SQL_injection
https://www.owasp.org/index.php/Top_10_2007-Injection_Flaws
https://searchmobilecomputing.techtarget.com/definition/wireless-LAN
https://searchmobilecomputing.techtarget.com/definition/wireless-LAN
https://searchmobilecomputing.techtarget.com/definition/wireless-LAN
https://searchmobilecomputing.techtarget.com/definition/Wi-Fi


 

 

 Furthermore, a network that is vulnerable to piggybacking for network access is equally vulnerable 
when the purpose is data theft, dissemination of viruses, or some other illicit activity.  

 It's quite simple to access an unsecured wireless network:  
 All you have to do is get into the range of a Wi-Fi hotspot's signal and select your chosen network from 

the options presented.  
 However, unauthorized network access, even to free Wi-Fi, may be illegal.  
 People have been fined for accessing hot spots from outside businesses, such as coffee shops, that 

provide free Wi-Fi for customers' use.  
 To protect your network from piggybacking, ensure that encryption is enabled for your router. Use 

Wireless Encryption Protocol (WEP) if that's your only option, but if possible use Wireless Protected 
Access (WPA) or WPA2.  

 Use a strong password for your encryption key, consisting of at least 14 characters and mixing letters 
and numbers. 

7) Write a short note on Biometrics. /Define Biometrics. List out it. Explain any one. 
 Biometrics is a field of science that uses computer technology to identify people based on physical or 

behavioral characteristics such as fingerprints or voice scans.  
 "Bio" in the name refers to the physiological traits measured; "metrics" refers to the quantitative 

analysis that provides a positive identification of an individual. 
 Common physical biometrics are: 

Fingerprints 
Hand or palm geometry 
Retina, iris, or facial characteristics. 
Behavioral characters include signature, voice, keystroke pattern 
Signature and writing patterns 
Keystrokes 
 
Finger prints 

 Human fingerprint are unique to each person and can be regarded as a sort of signature, certifying the 
person’s identity. 

 Because no two fingerprints are exactly alike, the process of identifying a fingerprint involves 
comparing the ridges and impressions on one fingerprint to those of another. 

https://searchmobilecomputing.techtarget.com/definition/hot-spot
https://searchnetworking.techtarget.com/definition/signal
https://searchsecurity.techtarget.com/definition/encryption
https://searchnetworking.techtarget.com/definition/router
https://searchsecurity.techtarget.com/definition/Wired-Equivalent-Privacy
https://searchmobilecomputing.techtarget.com/definition/Wi-Fi-Protected-Access
https://searchenterprisedesktop.techtarget.com/definition/strong-password
https://searchsecurity.techtarget.com/definition/key


 

 

 This first involves capturing the likeness of the fingerprint, either through use of a fingerprint scanner 
(which takes a digital picture of a live fingerprint), scanning a pre-existing paper-based fingerprint 
image or by pulling what is known as a "latent fingerprint" from a crime scene or other place of 
investigation, from which a digital image is created. 

 Once the fingerprint image is captured, the process of identification involves the use of complex 
algorithms (mathematical equations) to compare the specific features of that fingerprint to the specific 
features of one or more fingerprint images that have been previously stored in a database. 

 
Fingerprint Recognition Technology 
 Automatic fingerprint matching is becoming increasingly popular in systems which control access to 

physical locations (such as doors and entry gates), computer/network resources or bank accounts, or 
which register employee attendance time in enterprises. 

 Many of these applications can run on a PC, however some applications require that the system be 
implemented on low cost, compact and/or mobile embedded devices such as doors, gates, handheld 
computers, cell phones etc.). For developers who intend to implement the fingerprint recognition 
algorithm into a microchip, compactness of algorithm and small size of required memory may also be 
important. 

 
 
 

How does fingerprint Scanner works: 
 

 
 A fingerprint scanner system has two basic jobs -- it needs to get an image of your finger, and 

it needs to determine whether the pattern of ridges and valleys in this image matches the 
pattern of ridges and valleys in pre-scanned images. 

 Only specific characteristics, which are unique to every fingerprint, are filtered and saved as 
an encrypted biometric key or mathematical representation.  

 No image of a fingerprint is ever saved, only a series of numbers (a binary code), which is used 
for verification.  



 

 

 The algorithm cannot be reconverted to an image, so no one can duplicate your fingerprints. 
 

8) Write down Short note on password Protection. 
 Password protection is a security process that protects information accessible via computers that 

needs to be protected from certain users. 
  Password protection allows only those with an authorized password to gain access to certain 

information. 
 Passwords are used commonly to gain entry to networks and into various Internet accounts in 

order to authenticate the user accessing the website.  
 Password protection policies should be in place at organizations so that personnel know how to 

create a password, how to store their password and how often to change it.  
 Some policies suggest or impose requirements on what type of password a user can choose, such 

as: 
 Use more than 8 characters. 
 include  special characters, such as @, #, $ 
 the use of both upper-case and lower-case letters (case sensitivity) 
 inclusion of one or more numerical digits 
 prohibition of words found in a password blacklist 
 prohibition of words found in the user's personal information 
 prohibition of use of company name or an abbreviation 
 Users to change passwords periodically, e.g. every 90 or 180 days 

 
9) Write a short note on Asymmetric Encryption.  

Plain Text: Data that can be read and understand without any special measure. 
Cipher Text: Data that is transformed or converted by Encryption algorithm. 
Encryption: Algorithm for transforming plain text to cipher text. 
Decryption: Algorithm for transforming cipher text to plain text. 
Key: It is used for encryption and decryption of message. 

https://en.wikipedia.org/wiki/Case_sensitivity
https://en.wikipedia.org/wiki/Blacklist_(computing)


 

 

Cryptography: Cryptography converts data into a format that is unreadable for an unauthorized user, 
allowing it to be transmitted without unauthorized entities decoding it back into a readable format, 
thus compromising the data. 

 It is also known as Public key cryptography. 
 It uses two keys: 

Public key known to every one. 
Private key known to receiver. 

 Example: RSA algorithm 

 
 

10) Explain Caesar Cipher. (**) 
 In cryptography,a Caesar cipher, also known as Caesar's cipher, the shift cipher, Caesar's 

code or Caesar shift. 
 It is a type of substitution cipher where each letter in the original message (which in cryptography is 

called the plaintext) is replaced with a letter corresponding to a certain number of letters shifted up or 
down in the alphabet.  

 For each letter of the alphabet, you would take its position in the alphabet, say 3 for the letter 'C', and 
shift it by the key number. If we had a key of +3, that 'C' would be shifted down to an 'F' - and that 
same process would be applied to every letter in the plaintext. 

 In this way, a message that initially was quite readable, ends up in a form that cannot be understood at 
a simple glance.  

 

 The Caesar Cipher can be expressed in a more mathematical form as follows:  

https://en.wikipedia.org/wiki/Cryptography


 

 

Letter: P 
Key: K 

 Encryption : 
E(P) = (P+K) mod 26 

 Decryption:  
D( C)= (C-K) mod 26 

Message: “WE  WILL MEET IN THE MORNING” 

Cipher Text: “ZH ZLOO PHHW LQ WKH PRUQLQJ”  

Example: 

Our plain text is: WE WILL MEET IN THE MORNING 

Encryption key:3 

Plain 
text 

A B C D E F G H I J K L M N O P Q 

Position  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 
Add 3  3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 
Cipher 
text D E F G H I J K L M N O P Q R S T 

 
Plain 
text R S T U V W X Y Z 

Position  17 18 19 20 21 22 23 24 25 
Add 3  20 21 22 23 24 25 0 1 2 
Cipher 
text U V W X Y Z A B C 

 
Our cipher text:  ZH ZLOO PHHW LO WKH  PRUQLQ 
 

11) Write down short note on OTP. (***) 
 One-time pad (OTP), also called Vernam-cipher or the perfect cipher, is a crypto algorithm where 

plaintext is combined with a random key. 
  It is the only existing mathematically unbreakable encryption. 
 It is  only truly unbreakable system that provides real long-term message secrecy. 



 

 

 We can only talk about one-time pad if some important rules are followed.  
 If these rules are applied correctly, the one-time pad can be proven unbreakable  
 Even infinite computational power and infinite time cannot break one-time pad encryption, simply 

because it is mathematically impossible.  
 However, if only one of these rules is disregarded, the cipher is no longer unbreakable. 

 The key is at least as long as the message or data that must be encrypted. 
 The key is truly random (not generated by a simple computer function or such) 
 Key and plaintext are calculated modulo 10 (digits), modulo 26 (letters) or modulo 2 (binary) 
 Each key is used only once, and both sender and receiver must destroy their key after use. 
 There should only be two copies of the key: one for the sender and one for the receiver (some 

exceptions exist for multiple receivers) 

  one-time pads or one-time encryption is not to be confused with one-time keys (OTK) or one-time 
passwords (sometimes also denoted as OTP).  

 Such one-time keys, limited in size, are only valid for a single encryption session by some crypto-
algorithm under control of that key. 
 

Example: 
 
Plain Text:   SECRETMESSAGE 
One time Pad:  CIJTHUUHMLFRU 
Cipher Text:  UMLKLNGLEDFXY 
 
Encrypt letter S and one time pad is C. 
Add  :  S 18    

    +  C 2__  
U   20  

Encrypted letter is U 
 
12)  Describe Hash Function with diagram(SHA-1)  (****).  

 
 SHA Stands for Secure Hash Algorithm 1. 
 It was designed by the United States National Security Agency. 
 It  is a cryptographic hash function which takes an input and produces a 160-bit (20-byte) hash value 

known as a message digest - typically rendered as a hexadecimal number, 40 digits long.  
 The four SHA algorithm are structured differently and are named SHA-0,SHA-1,SHA-2,SHA-3 

https://en.wikipedia.org/wiki/National_Security_Agency
https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Byte
https://en.wikipedia.org/wiki/Message_digest
https://en.wikipedia.org/wiki/Hexadecimal


 

 

 SHA-0  is the original version of the 160-bit hash function published in 1993 under  the name 
“SHA”:it was not adopted by many applications. 

 In 1995,SHA-1 is published which is very similar to SHA-0, but alters the original SHA hash 
specification to correct alleged weaknesses. 

 SHA-1 is the most widely used of the existing SHA hash function,and is employed in several widely 
used applications and protocols. 

 Let us take one simple example to show how hash function works. 
 o ‘test’=>SHA-1=>’a94a8fe5ccb19ba61c4c0873d391e987982fbbd3’.   
 It should be true that only ‘test’will result in a94a8fe5ccb19ba61c4c0873d391e987982fbbd3 being 

output. 
 Also,everytime that anyone anywhere runs the word  test’ through the SHA-1 function, they should 

always get : a94a8fe5ccb19ba61c4c0873d391e987982fbbd3. 
 Finally, if i were to give you only ‘a94a8fe5ccb19ba61c4c0873d391e987982fbbd3’ and tell you that 

it came from SHA-1,you  can easily interpret original text by hash generator. 

SHA1 Algorithm description: 
 

Step1: Padding 
• Pad the message with a single one followed by zeroes until the final block has 448-bits. 
• Append the size of the original message as an unsigned 64-bit integer. 

 
 
Step2: Append length  
 

 
 
Step3 : Divide the input into 512 bit blocks  



 

 

 
Step 4 : Initialize chaining variables  
Initialize the 5 hash block (h0,h1,h2,h4)to the specific constent define in the SHA1 standard. 

Step 5 : Process blocks  
 Hash (for each 512-bit Block) 

o Allocate an 90 word array for the message schedule 
 Set the first 16 words to be the 512-bit block split into 16 words. 
 The rest of the words are generated using the following algorithm 
 Word [I-3]XOR word [I-B]XOR word[I-14]XOR word [i-16] rotated 1 bit to the 

left. 
o Loop 80 times doing the following.(showing image 1) 

 Calculate SHA function() and the constant K(these are based on the current 
round number). 

 e=d 
 d=c 
 c=b(rotate left 30) 
  b=a 
 a=a(rotated left 5)+SHA function()+e+k+word[i] 

o Add a,b,c,d and e to the hash output. 
 Output the concatenation (h0,h1,h2,h3,h4) which is the message digest. 

 



 

 

13) Explain Public key Infrastructure. (****) 

 
Digital Signatures:  
Digital Signature is a type of asymmetric cryptography used to simulate the security properties of a signature 
in digital, rather than writtern form. 
 
Digital Certificates: 
 A digital signature is a mathematical scheme for presenting the authenticity of digital messages or 
documents. 
  
Certificate Authorities(CA):  
It issues and verifies digital certificate.A certificate includes the public key or information about the public 
key. 
The primary role of the CA is to digitally sign and publish the public key bound to a given user. 
 
 Registration Authorities(RA):  
It  acts as the verifier for the certificate authority before a digital certificate is issued to a requestor.  
 

 
How it works?? 

 



 

 

 A public key infrastructure (PKI) is a system for the creation, storage, and distribution of digital 
certificates which are used to verify that a particular public key belongs to a certain entity.  

 The PKI creates digital certificates which map public keys to entities, securely stores these certificates 
in a central repository and revokes them if needed. 

 A CA issues digital certificates to entities and individuals after verifying their identity. It signs these 
certificates using its private key; its public key is made available to all interested parties in a self-
signed CA certificate.  

 CAs use this trusted root certificate to create a "chain of trust" -- many root certificates are embedded 
in Web browsers so they have built-in trust of those CAs. 

  Web servers, email clients, smartphones and many other types of hardware and software also support 
PKI and contain trusted root certificates from the major CAs. 

 Along with an entity’s or individual’s public key, digital certificates contain information about 
the algorithm used to create the signature, the person or entity identified, the digital signature of the 
CA that verified the subject data and issued the certificate, the purpose of the public key encryption, 
signature and certificate signing, as well as a date range during which the certificate can be 
considered valid. 

14) Write down steps for obtaining Digital Certificate.  
 

 
 

1. The user registers for a digital certificate. 
2. Some method is used to determine random values. 
3. An algorithm generates a public/private key pair. 
4. The key pair is stored in a key store on the work station. 
5. A copy of the public key and other identifying information is sent to the CA. 

https://en.wikipedia.org/wiki/Digital_certificates
https://en.wikipedia.org/wiki/Digital_certificates
https://en.wikipedia.org/wiki/Digital_certificates
https://whatis.techtarget.com/definition/algorithm


 

 

6. The CA generates a digital certificate containing the public key and the other identifying information. 
7. The new certificate is sent to the user 

 
15) Explain  Firewall and its types. 
 A firewall is a device (or software feature) designed to control the flow of traffic into and out-of a 

network. 
   In general, firewalls are installed to prevent attacks. 
   Firewalls can be either hardware or software 
  It provides following facilities: 

1) Block incoming network traffic 
2) Block out going network traffic 
3) Make internal resources available 
4) Allow connections to internal networks 
5) Report on Network traffic & firewall activities 

 

 

1) Packet filters 

 On the Internet, packet filtering is the process of passing or blocking packets at a network interface 
based on source and destination addresses, ports, or protocols.  

 The process is used in conjunction with packet mangling and Network Address Translation (NAT). 
  Packet filtering is often part of a firewall program for protecting a local network from unwanted  

intrusion. 
 Packet filtering firewall works at Network Layer of OSI model or IP Layer of TCP/IP  
 Functionality: 
1. It receives each packet when it arrives. 



 

 

2. It apply rules based on content of packet infromation. 
3. If any match found then it will decide either to keep or discard the packet based on rules. 
4. If no match found then it will take default action either by discard or accept. 
 Advantages: 
1. It is simple to implement. 
2. Fast in their operating speed. 
 Disadvantage: 
1. Difficult in setting rules correctly. 
2. Need authentication support. 

2) Circuit level gateways 

 It works at Session Layer of OSI model or TCP Layer of TCP/IP 
 Monitors TCP handshaking between packets. 
 Applies  security mechanisms when a TCP or UDP connection is established. Once the connection has 

been made, packets can flow between the hosts without further checking. 
 It is useful for hiding information  about protected networks. 
 Advantage: 
1. Most secure method. 
2. Does not provide end to end connection. 
 Disadvantage: 

1. Time consuming with respect to previous two method. 

3) Application level gateways 

 Also called Proxies, similar to circuit-level gateway except that they are application specific.  
 It works at Application  Layer of OSI model 
 It  has full access to protocol  

 user requests service from proxy  
 proxy validates request as legal  
 then actions request and returns result to user  

 Need separate proxies for each service  
 E.g., SMTP (E-Mail) 
 NNTP (Net news) 
 DNS (Domain Name System) 
 NTP (Network Time Protocol) 
 custom services generally not supported  

http://www.webopedia.com/TERM/T/TCP.html
http://www.webopedia.com/TERM/U/UDP.html


 

 

 Functionality: 
 The internal user of network contact to application gateway using HTTP or TELNET. 
 The application gateway ask the user about remote host to which it wants to setup a 

connection. 
 The application gateway ask for User ID and password to access the service on it. 
 User provides User ID and password. 
 The application gateway can access the remote host and pass the packets of users to remote 

host. 
 Application gateway acts as a proxy of actual user. 

 Advantage: 
 Application gateway are more secure than packet filter firewall because its simply detects a 

user is allowed to work or not. 
 Disadvantage: 

 The disadvantage in terms of more time required to establish a connectivity between 
application gateway and user. 

 

4) Stateful Multilayer inspection firewalls 

 It combines the aspects of the other three types of firewall. 
 They filter packets at Network Layer, determine whether session packets are legitimate and evaluate 

contents of packet at the application layer. 
 It allows direct connection between client & host. 
 It offer 

 high level of security, 



 

 

 good performance, 
 transparency to end users. 

 
16) Explain Kerberos Authentication.  
 Kerberos is a network authentication protocol. It is designed to provide strong authentication for 

client/server applications by using secret-key cryptography.  
 Characteristics: 

  It is secure: it never sends a password unless it is encrypted.  
  Only a single login is required per session. Credentials defined at login are then passed between 

resources without the need for additional logins. 
 The concept depends on a trusted third party – a Key Distribution Center (KDC). The KDC is aware of 

all systems in the network and is trusted by all of them. 
 It performs mutual authentication, where a client proves its identity to a server and a server proves its 

identity to the client. 
 Ticket-Granting Server (TGS): A client that wishes to use a service has to receive a ticket – a time-

limited cryptographic message – giving it access to the server.  
 Authentication Server (AS) :to verify clients 
Steps: 
Step 1: The user logs on to the workstation and requests service on the host. The workstation sends a 
message to the Authorization Server requesting a ticket granting ticket (TGT). 

Step 2: The Authorization Server verifies the user’s access rights in the user database and creates a TGT 
and session key. The Authorization Sever encrypts the results using a key derived from the user’s password 
and sends a message back to the user workstation. 

Step 3: When the user wants access to a service, the workstation client application sends a request to the 
Ticket Granting Service containing the client name, realm name and a timestamp. The user proves his 
identity by sending an authenticator encrypted with the session key received in Step 2.  

Step 4: The TGS decrypts the ticket and authenticator, verifies the request, and creates a ticket for the 
requested server. The ticket contains the client name and optionally the client IP address. It also contains 
the realm name and ticket lifespan. The TGS returns the ticket to the user workstation. The returned 
message contains two copies of a server session key – one encrypted with the client password, and one 
encrypted by the service password.  



 

 

Step 5: The client application now sends a service request to the server containing the ticket received in 
Step 4 and an authenticator. The service authenticates the request by decrypting the session key. The 
server verifies that the ticket and authenticator match, and then grants access to the service. This step as 
described does not include the authorization performed by the Intel AMT device, as described later. 

Step 6: If mutual authentication is required, then the server will reply with a server authentication 
message. 

 

 

 
17) List out various security topologies and explain any one in detail.  
1. DMZ-Demilitarized Zone 
2. Internet zone  
3. Intranet zone 

1. DMZ-Demilitarized Zone 

 DMZ means - what is essentially a buffer between the internet and the internal network.  
 It is separated by an outer firewall on the internet facing side of the DMZ and an inner firewall on the 

internal network side of the DMZ.  
 Any devices placed within the DMZ are accessible from both the internet and the internal network.  
 There is no communication, however, from the internet directly though the DMZ to the internal network.  
 Any systems placed in the DMZ must be configured to the highest level of security possible . 



 

 

 These systems should always be considered to be compromised and must never be given direct and 
unrestricted access to the inner network.  

 Servers placed in the DMZ are: web, ftp, email and remote access servers.  
 A typical DMZ configuration includes: 
 Outer firewall b/t the Internet and the Web Server processing the requests originating on the company 

Web site. 

 Inner firewall b/t the Web Server and the appl. Server to which it is forwarding requests.  Date resides 
behind this. 

 

 
18) Explain E-Mail Security.  

 
Three major issues. 
1.Simple Communications: This simple nature has allowed email to grow into the massive communication 
service it is today, but it is also a giant weakness. 
2.Public Networks: The electronic signal (email) will travel through servers belonging to other 
organizations to get to and from your desired destination company. These other organizations can easily 
stop, read, and edit the original email as it passes through their server, then send it on. 
3.Too Simple to Resist: The simple nature and the ease of gaining access to emails is what attracts most 
hackers and bad characters to it.   
 
 Security of email transmission: 



 

 

 
SSL encrypts messages/attachments, but only in transport between SSL/TLS enabled mail servers. So, your SSL 
email will be secure between your laptop or smartphone and Yale's email servers, but if the message then 
travels outside the Yale environment to unsecured (non-SSL) email systems, your message is no longer secure 
and is not protected by SSL.  
 Spam and malicious code 
 Spam : It is irrelevant or unsolicited messages sent over the Internet, typically to a large number of users, 

for the purposes of advertising, phishing, spreading malware, etc. 
 Malicious code: Malicious code is the term used to describe any code in any part of a software system or 

script that is intended to cause undesired effects, security breaches or damage to a system.Malicious 
code is an application security threat that cannot be efficiently controlled by conventional antivirus 
software alone.  

 Email encryption 
 Email encryption involves encrypting, or disguising, the content of email messages in order to protect 

potentially sensitive information from being read by anyone other than intended recipients. 
 Steps: 
 Encrypt all outgoing messages 
 On the Tools menu, click Trust Center, and then click E-mail Security. 
 Under Encrypted e-mail, select the Encrypt contents and attachments for outgoing messages check box. 
 To change additional settings, such as choosing a specific certificate to use, click Settings. 
 Click OK twice. 

 



 

 

19)  Write a short note on IP Security.  
 Ip-security 
 Technology that enables a network to securely send its data through an untrusted or shared network 

infrastructure. 
 Works by encrypting and encapsulating the secured traffic within packets carried by the second 

network. 
 VPN is the best known example of tunneling 
 “Tunnel” is actually an agreement between routers on how the data is encrypted. 

 
 IP Security-architecture 
 Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP) communications 

by authenticating and encrypting each IP packet of a communication session.  

 

 The IPsec suite is an open standard. IPsec uses the following protocols to perform various 
functions: 

1. Authentication Headers (AH) provide connectionless integrity and data origin authentication for IP 
datagrams and provides protection against replay attacks. 

2. Encapsulating Security Payloads (ESP) provide confidentiality, data-origin authentication, 
connectionless integrity, an anti-replay service (a form of partial sequence integrity), and limited 
traffic-flow confidentiality. 

3. Security Associations (SA) provide the bundle of algorithms and data that provide the parameters 
necessary for AH and/or ESP operations.  

 



 

 

20)  Explain Intrusion Detection System in brief.  
 It is a Device or software application that monitor network or system activities for malicious activity & 

produce report on management system. 

 It includes functions like 

1. Monitoring and analyzing both user and system activities 
2. Analyzing system configurations and vulnerabilities 
3. Assessing system and file integrity 
4. Ability to recognize patterns typical of attacks 
5. Analysis of abnormal activity patterns 
6. Tracking user policy violations 

 
 Types: 

 
1. Host based intrusion detection system(HIDS): 
2. Network based intrusion detection system(NIDS): 
3. Signature-based IDS 
4. Anomaly based IDS 

 
 Logical Components of IDS

 

 It consists three parts: 

1) Event Generator 
The event generator (operating system, network, application) produces a policy-consistent set of 
events that may be a log (or audit) of system events, or network packets. 

2) Analyzer 



 

 

The role of the sensor is to filter information and discard any irrelevant data obtained from the event 
set associated with the protected system. 

3) Response Module 
Response module will fire the alarm if any intrusion of policy is detected by sensor. 
 

21) Distinguish host based IDS and network based IDS.  
 
HIDS NIDS 
HIDS  run on individual hosts or devices 
on the network. 
 

NIDS are placed at a strategic point or 
points within the network to monitor 
traffic to and from all devices on the 
network.  

A HIDS monitors the inbound and 
outbound packets from the device only 

It performs an analysis of passing traffic 
on the entire subnet 

It takes a snapshot of existing system files 
and matches it to the previous snapshot.  

It matches the traffic that is passed on the 
subnets to the library of known attacks.  

If the critical system files were modified 
or deleted, an alert is sent to the 
administrator to investigate.  

If an attack is identified, or abnormal 
behavior is sensed, the alert can be sent to 
the administrator. 

 
22) Explain Transport Layer Security.  
 
 A protocol that provides communications privacy and security between two applications 

communicating over a network. 
 It composed of 2 layer: 

 
1) TLS Record Protocol 



 

 

 The TLS Record protocol secures application data using the keys created during the Handshake.  
 The Record Protocol is responsible for securing application data and verifying its integrity and origin. 
2) TLS Handshake Protocol 
 TLS Handshake Protocol is responsible for the authentication and key exchange necessary to establish 

or resume secure sessions. When establishing a secure session, the Handshake Protocol manages the 
following: 

1. Cipher suite negotiation 
2. Authentication of the server and optionally, the client 
3. Session key information exchange. 

 
23) Explain Secure Electronic Transaction (SET) 

 Secure electronic transaction is a suit of protocol that has been developed and promoted by a 
consortium of Visa and MasterCard to ensure security of online financial transactions.  

 

1. Issuer (could be consumer's High street bank) issues consumer with the credit card  
2. Cardholder (consumer) presents the merchant with his credit card for payment along with the order  
3. Acquirer forwards authorization details to the brand and requests settlement from the brand  
4. Having received payment from the brand, acquirer credits Merchant's account with the funds  
5. Brand bills the consumer for the funds 
6. Merchant requests and receives authorization of payment from the credit card brand (could be Visa, 

MasterCard, American Express, etc) before processing the order 
7. Having received authorization from the brand, merchant initiates the process of capture of monitory 

funds through the acquirer (could be Merchant's High street bank)  
5. Acquirer forwards authorisation details to the brand and requests settlement from the brand  
6. Having received payment from the brand, acquirer credits Merchant's account with the funds  
7. Brand bills the consumer for the funds. 


